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Executive summary

The Interactive Gambling Act 2001 (IGA) prohibits certain online gambling services’
from being provided or advertised to Australians. It also sets out rules for Australian
licensed wagering operators, including a ban on using credit cards or digital currency
to place bets and for people to self-exclude using BetStop — the National
Self-Exclusion Register™ (the NSER).

In 2024-25, we focused our compliance activities on:
o education/enforcement of the new credit card and crypto bans

» enforcing industry compliance with the rules for the NSER and raising awareness of
the program

o exploring new tools/approaches to disrupt illegal services.

Our targeted enforcement activities aim to cause maximum disruption to the marketing
and supply of illegal gambling services in Australia and improved industry compliance.

Key highlights

We observed high levels of compliance with the credit card and

—__:I crypto ban, with no investigations commenced. Our consumer
awareness campaign resulted in significant increases in traffic to
information on the ACMA website.

We published 6 investigation outcomes, including announcing
enforcement action that involved a $1 million penalty; accepting

BET- 3 enforceable undertakings; giving a remedial direction; and
issuing 2 formal warnings.

was established, which the ACMA co-chairs with AUSTRAC. It
enables key stakeholder engagement to examine the landscape
of payments to illegal services and consider strategies to disrupt
the payments.

$ The Fintel Alliance Micro-Laundering and lllegal Gambling project

New and improved reporting to entities involved in hosting illegal
online gambling services and social media platforms was used to
further disrupt these services. In most cases, the parties took
action in response to the ACMA'’s reports.

®

Google removed certain content of illegal gambling services
blocked by ISPs that we reported to them from Google search in
Australia.

X

" For example, online casino services and unlicensed regulated interactive gambling services.
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Most software providers we engaged with indicated commitment
to compliance. Out of the 63 software providers we wrote to, 27
indicated their commitment to compliance and taking immediate
action to ensure that their content is not available in restricted
jurisdictions such as Australia. A further 7 have either taken down
or geo-blocked their games on the service.

Improved efficiencies of website blocking were made, with
expanded activities and targeting of the most harmful sites that
attempt to circumvent blocking.



Background

2024-25 compliance activities

The ACMA'’s compliance priorities for 2024—25 continued to focus on interactive
gambling safeguards:

1. educate consumers about, and enforce industry compliance with, new credit card
and crypto bans

2. keep raising awareness of BetStop — the National Self-Exclusion Register™ and
enforce industry compliance so that people who choose to stop gambling are not
provided wagering services or exposed to marketing of these services

3. explore new tools and approaches to disrupt illegal gambling services provided to
Australians.

This report presents the key outcomes and observations from these activities. Some
background information follows that places our 2024—-25 compliance activities
in context.

ACMA responsibilities under the IGA

Credit card and crypto ban

Under the IGA, online wagering service providers are banned from accepting
credit cards, credit-related products (e.g., digital wallets) or digital currencies
(e.g., cryptocurrency) as payment methods.

These requirements commenced on 11 June 2024.

BetStop - the National Self-Exclusion Register™

The NSER allows Australians to exclude from accessing all Australian licensed online
and phone wagering providers in a single process. While a person is excluded,
wagering providers should not:

e open a wagering account for them
e provide them with wagering services
¢ send them marketing.

Wagering providers should also close any accounts and refund any credit for registered
individuals.

The NSER is provided by the register operator, Dataworks, under contract with
the ACMA.

As at 30 June 2025, nearly 45,000 Australians had excluded, with more than 30,000
active exclusions.

lllegal online gambling services

The IGA makes it illegal to provide or advertise the following services to persons in
Australia:

o prohibited interactive gambling services — such as online casino services (for
example, online slots, poker and roulette) and online wagering services that accept
'in-play' betting on sports events
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¢ unlicensed regulated interactive gambling services — such as online wagering or
lottery services provided without a licence issued by an Australian state or territory.

It has been over 8 years since we were given an expanded role in enforcing online
gambling prohibitions under the IGA. During this time, we have had considerable
success in disrupting illegal offshore gambling activity, with around 220 illegal services
exiting the Australian market since we started enforcing the new laws.

A number of strategies have been used to disrupt illegal offshore gambling services,

including:

¢ investigations and enforcement activities (with a particular focus on website
blocking)

¢ engagement with international and domestic regulators to assist our enforcement
and disruption activities

e ongoing consumer education campaigns to highlight the risks in using illegal and
unlicensed gambling services.
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Credit card and crypto ban

Objectives

To educate consumers about, and enforce compliance with, new credit card and crypto
bans for deposits to licensed wagering operators.

Approach taken

We conducted a consumer awareness campaign which provided links to educational
material on the ACMA’s website. The campaign used both digital display and social
media advertising.

This resulted in significant increases in traffic to information on the ACMA website.

CREDIT

0000 0000 g0 0000

You can no longer use
a credit card -evenina
digital wallet - to bet online.

;@ @ Australian Find out more
B ‘Communications ..
............. and Media Authority acma.gov.au/credit-ban

In terms of compliance:

¢ Prior to the ban commencing, we wrote to all licensed wagering operators advising
them of the commencement date, new rules and ACMA expectations.

¢ In March 2025, we conducted a desktop review of all licensed wagering operators’
terms and conditions (T&Cs). We identified 50 services that still referred to credit
card and/or crypto deposit methods. We contacted each of the providers of these
services, and, by 30 June 2025, all had removed the references to credit cards
and/or crypto in their T&Cs.

o We considered and, where appropriate, responded to any enquiries received about
the ban.

Outcome

There was a very high level of compliance with the credit card and crypto ban, with no
investigations commenced.

How this outcome will assist our work

Ensuring compliance with the ban is ongoing, and we will continue to consider any
enquiries or complaints received.
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NSER compliance

Objectives

To enforce industry compliance so that people who choose to stop gambling are not
provided wagering services or exposed to marketing of these services

Approach taken

We stepped up our compliance and enforcement activities in 2024-25, after an initial
educational focus up to and immediately following the launch of the NSER in 2023-24.
This included commencing 10 new investigations and closing 10 investigations. Our
compliance approach considered a range of intelligence, including:

e consumer complaints

¢ analysis of information in the NSER

¢ information-sharing with state and territory counterparts

¢ engagement with other areas of the ACMA (particularly unsolicited
communications).

Outcome

Investigations

We closed 10 investigations that resulted in adverse findings, with the first

6 investigation outcomes published.? These investigations made findings across a
range of different IGA provisions.

Enforcement actions for 6 matters were finalised in 2024-25. The ACMA used a range
of enforcement powers, having regard to its compliance and enforcement policy as well
as to the specific facts and enforcement tools that were available to it in each case:

e Betchoice paid a $1 million penalty and the ACMA accepted an enforceable
undertaking. The 2-year undertaking involves the independent review of Betchoice’s
systems, processes and procedures, the implementation of remedial measures,
refunding affected customers, reporting to the ACMA, and the delivering of training
to staff.

o The ACMA accepted an enforceable undertaking from Ultrabet. The 18-month
undertaking involves the independent review of Ultrabet’s systems, processes and
procedures, the implementation of remedial measures, improved record-keeping
and the delivery of training to staff.

e The ACMA accepted an enforceable undertaking from PointsBet. The 18-month
undertaking involves the review of PointsBet’s systems, processes and procedures,
the implementation of remedial measures, and the delivery of training to staff.

¢ A remedial direction was issued to ReadyBet requiring an independent review of its
systems, processes and procedures (including third-party systems), the
implementation of remedial measures and the delivery of training to staff.

e Topbet and Vicbet were issued formal warmings. Both investigations concerned a
single contravention of section 61LA.

¢ No action was taken against Buddybet as it has left the Australian market.

2 6 investigation outcomes were published in 2024—-25; action against ReadyBet was taken in 2024—25 and published in
July 2025.
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Industry education

Following the announcement of the first tranche of investigations, we issued further
guidance to the industry in May 2025 to inform it of the ACMA’s findings and the steps
it should take to be compliant These matters included:

e mobile app push notifications

e oversight arrangements for systems

e permanent closure of accounts, including for inactive customers
e correctly categorising messages as ‘marketing’

o the risks associated with manual processes

o affiliate marketing

e marketing to potential customers

e record-keeping.

We have received positive feedback from parts of the industry around this guidance
and we will continue to look for opportunities to enhance industry’s understanding of
compliance requirements.

How this outcome will assist our work

Outcomes in 2024-25 provide us with an important platform to continue our
compliance and enforcement work. Importantly, the educational activities that we have
undertaken are expected to uplift industry compliance and facilitate a more effective
consumer protection.
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Tools and approaches to disrupt
illegal online gambling services

We explored a number of new tools and approaches to disrupt illegal gambling
services provided to Australians, and to add to the measures described earlier.

Financial transaction blocking
Objectives
Consider strategies to disrupt payments to illegal gambling services.

Approach taken

We have seen a substantial increase in illegal online gambling services offering and
advertising PaylID as a deposit method. PaylID is only used in Australia, meaning that
both the customer and provider of the service were facilitating payments via Australian
bank accounts.

We engaged with AUSTRAC and financial institutions to identify and discuss the use of
PayID. These discussions highlighted that there were significant risks to consumers
through the use of high-volume, small-value transactions to illegal services.

We partnered with AUSTRAC in the development of the Fintel Alliance Micro-
Laundering and lllegal Gambling project, which the ACMA co-chairs. The project
partners include financial institutions, other government regulators and law
enforcement agencies.

We shared information with project partners about paylID services gathered through
complaints received and intelligence acquired during our investigations. We have been
advised that financial institutions found it useful in identifying payments to illegal
services.

Outcome

The creation of the Fintel Alliance Micro-Laundering and lllegal Gambling project has
enabled key stakeholder engagement to examine the landscape of payments to illegal
services and consider strategies to disrupt the payments. This work is ongoing.

We have also assisted project partners in the development of educational materials on
the risks of using illegal gambling services, with a particular focus on First Nations
communities.

How this outcome will assist our work

We will continue to work with project partners and share relevant information, and
examine ways to disrupt payments to illegal services.
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Reporting to players involved in the hosting of illegal services
Objectives

To develop and implement new tools and approaches to disrupt illegal online gambling
services targeting Australians by improving our processes for reporting to third parties

such as hosting providers, domain registrars, digital platforms and social media. Also to
expand our website blocking activities with Australian internet service providers (ISPs).

It is more efficient and effective for an illegal gambling website to be removed by
website domain services or social media platforms, rather than for the ACMA to issue a
blocking request to ISPs. These channels have direct control over the website
infrastructure or platform content and can address material that contravenes the IGA
more effectively than an ISP. Removing the website at the domain level prevents users
from continuing to access the site with a VPN. It also avoids the time and cost incurred
to the ACMA in making a blocking request.

Approach taken

We trialled new and improved reporting to entities involved in domain registration and
hosting of illegal online gambling services to further disrupt these services.

We engaged further with social media platforms regarding reporting mechanisms to
request removal of illegal gambling content identified on their platforms.

We engaged with additional ISPs to expand website blocking activities and developed
processes to improve effectiveness in managing harms associated with illegal
gambling services that circumvent blocks

Outcome

We have established new and improved procedures for reporting to certain players
involved in domain registration and hosting of illegal online gambling services. In most
cases, parties have taken action in response to the ACMA’s reports.

We have been successful in having certain illegal gambling content taken down on
digital platforms. For example, Google agreed to remove certain content of illegal
gambling services blocked by ISPs that we reported to them from Google search in
Australia.

Improved efficiencies of website blocking were made with expanded activities and
targeting of the most harmful sites that attempt to circumvent blocking.

How this outcome will assist our work

These reporting activities will become integrated into our established processes for the
enforcement/disruption of illegal online gambling services.

The expanded suite of enforcement/disruption tools has resulted in increased
disruption and will continue to be used.
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Reporting to software providers with licensed content on illegal gambling
services

Objectives

To disrupt access to the games available on illegal gambling services by engaging with
software providers. This means even if the illegal gambling service is available to
Australians, the games on that service won’t function.

Approach taken

We identified software providers whose games are available on an illegal gambling
service provided by an entity, which has been found to contravene the IGA on
numerous occasions and is the provider and operator for many illegal gambling
websites (target provider).

We wrote to 63 software providers in tranches, advising that their licensed content and
games were being made available to Australians on an illegal gambling website found
to contravene the IGA, and they could potentially be ancillary to a contravention by
their involvement with the service.

The first tranche was to Australian-based software providers. The following tranches
were to software providers who were licensed in other regulatory jurisdictions.

Outcome

Twenty-seven of the software providers have responded, indicating their commitment
to compliance and taken immediate action to ensure that their content is not available
in restricted jurisdictions such as Australia. They have contacted their distribution
partners or the illegal gambling providers directly to either take down their content,
enforce geo-blocking restrictions or take legal action for breaching their contractual
terms or for fraudulent activity. A further 7 have either taken down or geo-blocked their
games on the service after our correspondence.

We have responded to each of the software providers acknowledging their efforts to
ensure compliance with the IGA. We are continuing to follow up the other software
providers.

How this outcome will assist our work

Our engagement with software providers who have proactively withdrawn, geo-blocked
or restricted access to their licensed content on services provided by the target
provider has further disrupted the operations of one of the major players in the illegal
offshore gambling market.

We will continue to collaborate with these providers and maintain open lines of
communication to report additional instances of their licensed games being used by
contravening operators on illegal gambling websites.
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