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[bookmark: _Toc209079557][bookmark: _Toc209098352]Executive summary
The ACMA is proposing amendments to the Telecommunications (Service Provider — Identity Checks for Prepaid Mobile Carriage Services) Determination 2017 (the Prepaid Determination). The proposed amendments will enable carriage service providers (telcos) to use government-accredited digital identity services enabled under the Digital ID Act 2024 as an approved verification method for validating the identity of customers activating prepaid mobile carriage services. 
The proposed amendments offer a number of benefits for consumers and industry. By enabling the use of accredited Digital ID services, telcos will be able to verify customer identity securely and efficiently without relying on physical documents or in-person checks. This supports faster service activation, reduces administrative burden and enhances the customer’s overall experience.
Digital ID services also strengthen privacy and security protections. Accredited providers must meet rigorous standards under the Digital ID Act, including safeguards around data handling, consent and biometric information. Customers retain control over their personal information and can choose when and how it is shared, helping to reduce the risk of identity theft and fraud.
By aligning the Prepaid Determination with the Digital ID Act, the ACMA is supporting the early adoption of trusted digital identity solutions in line with broader government policy. This approach promotes innovation in identity verification while maintaining strong consumer safeguards and regulatory oversight.
The ACMA is seeking comment on the draft amendment instrument provided at Appendix A.
[bookmark: _Toc465428632][bookmark: _Toc302166432][bookmark: _Toc92265082][bookmark: _Toc209079558][bookmark: _Toc209098353]Background
[bookmark: _Toc465428633][bookmark: _Toc522617309][bookmark: _Toc209079559][bookmark: _Toc209098354]Regulatory requirements under the Prepaid Determination
The Prepaid Determination sets out the regulatory arrangements for the supply of prepaid mobile services. Telcos are required to obtain information from customers and verify customers’ identity before activating a prepaid mobile service. Telcos can use prescribed identity verification methods specified in the Prepaid Determination or an alternative method specified in a compliance plan that has been approved by the ACMA. 
The Prepaid Determination is scheduled to sunset on 1 October 2027. The ACMA will undertake a broader review of the Prepaid Determination ahead of its sunset date. This review will assess whether the Prepaid Determination is fit for purpose and consider whether other reforms are needed to support evolving technologies, consumer expectations and regulatory priorities.
The Prepaid Determination does not currently recognise Digital ID verification methods enabled under the Digital ID Act as standard verification options. However, telcos may use these methods if they have an ACMA-approved compliance plan under Part 5 of the Prepaid Determination. 
The ACMA is proposing to amend the Prepaid Determination to enable telcos to use all verification methods enabled under the Digital ID Act. Progressing these specific amendments ahead of the broader review will ensure alignment with the Digital ID Act and support early uptake of trusted digital identity solutions in line with government policy. It will also enable telcos to adopt Digital ID services without delay or the need for individual compliance plan approvals.
[bookmark: _Toc209079560][bookmark: _Toc209098355]Digital ID Act 
The Digital ID Act 2024 establishes a national legal framework for the secure use of digital identities in Australia. It enables individuals to verify their identity online when accessing government or business services, without needing to repeatedly share sensitive personal information. Participation is entirely voluntary, and the system is designed to enhance convenience while maintaining strong privacy protections. Under the Digital ID Act, service providers must be accredited to offer Digital ID services, meeting rigorous standards for security, privacy and usability. These providers include Identity Service Providers (ISPs), Attribute Service Providers (ASPs), and Identity Exchange Providers (IXPs). 
Under the Digital ID Act, ISPs, ASPs, and IXPs are all providers of Digital ID services. Entities that are ISPs, ASPs and IXPs are accredited by the Australian Competition and Consumer Commission (ACCC) and each plays a distinct role within the Digital ID ecosystem. The ACCC maintains a register of accredited entities.
Entities seeking accreditation must meet strict criteria related to:
privacy safeguards
security infrastructure
data handling and consent
technical interoperability.
The role of each provider of Digital ID services is summarised below:
	[bookmark: _Toc463264033]Provider type 
	Role 
	Key functions 
	Example use case 

	ISP 
	Verifies and manages a person’s identity 
	Validates identity documents, issues Digital ID based on those documents, authenticates users. 
	The customer logs into their Digital ID via an ISP (e.g. myGovID or a bank-provided identity service). 
The ISP verifies the customer’s identity using official documents (e.g. passport, driver’s licence). 
The ISP issues a verified identity assertion (e.g. name, date of birth) to the telco. 
The telco uses this verified data to meet its obligations under the Prepaid Determination without needing to sight physical documents. 

	ASP 
	Verifies specific attributes linked to identity 
	Confirms additional ID information such as age, address or citizenship/visa status which may not necessarily be included in a Digital ID. 
The ASP checks these facts against trusted sources (such as government databases or employer records) and then issues a verified claim that can be shared with a service provider. 
	A telco could use an ASP to confirm a customer’s name and date of birth without needing full identity documents. 

	IXP 
	Facilitates secure data exchange between parties 
	Routes identity requests, manages consent, ensures interoperability. 





	The telco sends a verification request to an IXP. 
The IXP determines which ISP or ASP can fulfil the request (e.g. verifying identity based on an already issued Digital ID or confirming attributes). 
The IXP routes the request securely to the appropriate provider. 
The provider returns a verified assertion to the telco via the IXP. 


[bookmark: _Toc209079561][bookmark: _Toc209098356]Proposed amendments
The proposed amendments to the Prepaid Determination will incorporate identity verification methods under the Digital ID Act. The proposal does not introduce new obligations or compliance requirements, and telcos retain the flexibility to implement verification methods that best suit their operational models.
The proposed amendment to Schedule 1 to the Prepaid Determination relates to the identity verification methods permitted under section 4.5 of the Prepaid Determination. This section requires telcos to use an approved method to verify the identity of a service activator (a customer) prior to activating a prepaid mobile service. 
The proposed amendment at Appendix A introduces:
definitions cross-referenced to the Digital ID Act, including: accredited entity, accredited service, Digital ID, and a new definition of Digital ID service. 
a new identity verification method to Schedule 1, ‘Government-accredited Digital ID service’ allowing telcos to verify a customer’s identity using a Digital ID service, 
provided the:
customer consents to the verification
customer provides the necessary information
accredited entity verifies the identity in accordance with the Digital ID Act
telco records the method as ‘Government-accredited Digital ID service’.
We have not proposed any additional record-keeping requirements. This is because telcos are already required to collect the customer’s name, address and date of birth. Additionally, section 6.1 of the Prepaid Determination requires telcos to retain sufficient records to demonstrate compliance with the Prepaid Determination.
[bookmark: _Toc378461803][bookmark: _Toc209079562][bookmark: _Toc209098357]Questions for comment
We invite comments on the questions set out below:
1. Are there any additional safeguards, conditions, or limitations that should be included in the Prepaid Determination to support the secure and effective use of Digital ID services?
2. Are there any other definitions missing from the proposed amendments to the Prepaid Determination that should be included for clarity and consistency?
[bookmark: _Toc298924672][bookmark: _Toc300909555][bookmark: _Toc348105636]
[bookmark: _Toc92265098][bookmark: _Toc892221002][bookmark: _Toc348105641][bookmark: _Toc209079563][bookmark: _Toc209098358]Invitation to comment
[bookmark: _Toc433122131][bookmark: _Toc348105637][bookmark: _Toc300909556][bookmark: _Toc298924673][bookmark: _Toc92265099][bookmark: _Toc773357717][bookmark: _Toc348105638][bookmark: _Toc300909557][bookmark: _Toc298924674][bookmark: _Toc274296357][bookmark: _Toc209079564][bookmark: _Toc209098359]Making a submission
We invite comments on the proposed amendments set out in this consultation paper. 
Online submissions can be made by uploading a document. Submissions in PDF, Microsoft Word or Rich Text Format are preferred.
Submissions by post can be sent to: 
Paul Nicholas
Manager, National Interests
Australian Communications and Media Authority
PO Box 13112
Law Courts
Melbourne VIC 8010
The closing date for submissions is COB, Tuesday 21 October 2025.
Consultation enquiries can be emailed to national.interests@acma.gov.au.
[bookmark: _Toc348105639][bookmark: _Toc300909558][bookmark: _Toc1587858302][bookmark: _Hlk59627494][bookmark: _Toc209079565][bookmark: _Toc209098360]Publication of submissions
[bookmark: _Toc348105640][bookmark: _Toc300909559][bookmark: _Toc265246234]We publish submissions on our website, including personal information (such as names and contact details), except for information that you have claimed (and we have accepted) is confidential. 
Confidential information will not be published or otherwise released unless required or authorised by law.
[bookmark: _Toc1893255972][bookmark: _Toc209079566][bookmark: _Toc209098361]Privacy
View information about our policy on the publication of submissions, including collection of personal information during consultation and how we handle that information.
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[bookmark: _Toc508639484][bookmark: _Toc209079567][bookmark: _Toc209098362]Appendix A: Proposed amendments to the Prepaid Determination
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[bookmark: _Hlk194048771]Telecommunications (Service Provider — Identity Checks for Prepaid Mobile Carriage Services) Amendment Determination 2025 (No. 1) 

The Australian Communications and Media Authority makes the following determination under subsection 99(1) of the Telecommunications Act 1997.
[bookmark: BKCheck15B_1]Dated:
[bookmark: Minister]Member
Member/General Manager

Australian Communications and Media Authority
[bookmark: _Toc1177568222][bookmark: _Toc444596031]

1  Name
[bookmark: BKCheck15B_3]		This is the Telecommunications (Service Provider — Identity Checks for Prepaid Mobile Carriage Services) Amendment Determination 2025 (No. 1).
[bookmark: _Toc444596032][bookmark: _Toc1366387203]2  Commencement
		This instrument commences at the start of the day after the day it is registered on the Federal Register of Legislation.
[bookmark: _Hlk143175925]Note:	The Federal Register of Legislation may be accessed free of charge at www.legislation.gov.au.
[bookmark: _Toc444596033][bookmark: _Toc1628316330]3  Authority
		This instrument is made under subsection 99(1) of the Telecommunications Act 1997.
[bookmark: _Toc752435428][bookmark: _Toc444596034]4  Amendments
		The instrument that is specified in Schedule 1 to this instrument is amended as set out in the applicable items in that Schedule. 
 

[bookmark: _Toc1295786360]	


Schedule 1—Amendments
		(section 4)
[bookmark: _Toc438623396][bookmark: _Toc45975683][bookmark: _Toc444596036]Telecommunications (Service Provider — Identity Checks for Prepaid Mobile Carriage Services) Determination 2017 (F2017L00399)
1  Section 1.5
Insert:
accredited entity has the same meaning as in section 9 of the Digital ID Act.
accredited service has the same meaning as in section 9 of the Digital ID Act.
Digital ID has the same meaning as in section 9 of the Digital ID Act.
Digital ID Act means the Digital ID Act 2024. 
Digital ID service means an accredited service provided by an accredited entity.
2  Schedule 1 (after item 8)
Insert: 
	9
	“Government-accredited Digital ID service” 

(1) A carriage service provider may verify the identity of a service activator by using a Digital ID service.
(2) The carriage service provider is only taken to have verified the identity of a service activator in accordance with subitem (1) if: 
(a) the service activator provides their consent for the accredited entity to verify their identity; 
(b) the service activator provides all the information necessary for the accredited entity to verify the identity of the service activator;   
(c) the information provided under paragraph (2)(b) is verified by the accredited entity in accordance with the Digital ID Act; and 
(d) the description of the method of identity verification is recorded by the carriage service provider as “Government-accredited Digital ID service”.
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