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Investigation Report

File No. ACMA2024/1516
Entity Telstra Limited
ACN 086 174 781

Relevant legislation Telecommunications (Emergency Call Service)
Determination 2019 (the Determination)

Telecommunications Act 1997 (the Act)

Telecommunications (Consumer Protection and Service
Standards) Act 1999 (the TCPSS Act)

Findings

The Australian Communications and Media Authority (the ACMA) finds that Telstra
Limited (ACN 086 174 781) (Telstra) has contravened subsection 148(1) of the TCPSS
Act on 1 occasion because it did not comply with subsection 11(1) of the Determination.

The ACMA also finds that, as a consequence of contravening subsection 148(1) of the
TCPSS Act Telstra contravened subsection 68(1) of the Act on 1 occasion by failing to
comply with the carrier licence conditions set out in Schedule 1 to the Act.

Background

1. The Determination imposes requirements on carriers, carriage service providers
(CSPs) and the emergency call persons (ECPs) in relation to access, carriage,
handling and transfer of calls to the emergency call service.

2. Carriers and CSPs are required to comply with the Determination under subsection
148(1) of the TCPSS Act. Section 68 of the Act also requires carriers to comply with
carrier licence conditions. Carrier licence conditions include a requirement for carriers
to comply with the Act, including the TCPSS Act.

3. Telstra is a carrier because it holds a carrier licence in relation to a network unit under
the Act.

4. Concentrix Services Pty Ltd (Concentrix) is the ECP for the Text Emergency Relay
Service known as 106 which is the national emergency telephone number for callers
who have hearing or speech impairment. Callers who need to contact emergency
services use a teletypewriter or textphone (TTY) device to call 106. While the service
is delivered through the National Relay Service, it is operated by Concentrix.

5. Telstra is a carrier and CSP providing Concentrix with a Session Initiated Protocol
(SIP) trunk service to support the emergency call service for the 106 emergency
service number.

6. On 5 July 2024, at 11.50pm, the 106 emergency service was disabled as part of
migration activity as Telstra mistakenly migrated the production service for the 106
emergency number from one application server to another, instead of migrating the
test service (known as the [JJj service).

7. On 6 July 2024, at 8:12 am, Concentrix contacted Telstra to advise that it observed
that it was not receiving 106 calls and test calls. Shortly afterwards, Concentrix
contacted Telstra to advise that it had observed that it was unable to make 000 calls
from its fixed lines as Concentrix could not make outbound calls. At 10.47am that day,
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Concentrix’s ability to make 000 calls was restored. At 12:36pm that day, connectivity
to the 106 emergency number was restored.

8. During the incident, Telstra did not identify any genuine calls' made to the 106
emergency number.

9. On 6 July 2024, Telstra notified ACMA of the incident.

10. On 20 August 2024, the ACMA commenced an investigation under section 510 of the
Act into Telstra’s compliance with the Determination, the Act, and the TCPSS Act in
relation to the incident.

11. On 11 December 2024, the ACMA provided its preliminary findings to Telstra and
invited it to respond. Telstra provided its response to the preliminary findings on 10
and 13 January 2025.

12. In reaching these findings, the ACMA considered the information provided by Telstra
on 6 July 2024, 4 September 2024 and 10 and 13 January 2025.

Findings and reasons
Relevant facts

13. Telstra advised that the root cause of the incident was its incorrect identification of the
production SIP trunk service (live service) as the test service when it migrated the SIP
trunk service. Telstra submitted that as it thought it was migrating a test service, the
due diligence that would normally apply to production services did not occur.
Additionally, Telstra stated that the pre-migration analysis was undertaken on the test
service. The limited validation at the time of migration did not alert the team that they
were working on a live service and no validation was undertaken to ensure that the
service targeted for migration was correct.

14. As a result of the migration of the production SIP trunk service, Concentrix could not
receive 106 calls, nor make outbound calls, on the SIP trunk service. In addition, there
were associated technical issues which resulted in a misalignment of messaging and
number range translations between Telstra and Concentrix which further exacerbated
the problem and impacted the attempts to remedy the issue.

15. Telstra did not contact Concentrix before the start of the migration activity.

Subsection 11(1) — proper and effective functioning of controlled networks and
controlled facilities

16. Subsection 11(1) of the Determination requires carriers and CSPs to maintain, as far
as practicable, the proper and effective functioning of their controlled networks and
their controlled facilities that are used for the carriage of emergency calls to the
emergency call service.

17. The operation of the 106 service is restricted to the SIP trunk service which allows
calls to be answered by Concentrix and then Concentrix makes calls to the
emergency services organisations on the caller’s behalf. Telstra has admitted that it
caused the incident when it failed to identify that it was working on the production
environment rather than the test environment before undertaking its migration
activities.

! Telstra and Concentrix did make some test calls during the incident.
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18. In addition, Telstra advised it had not identified the SIP trunk service in Telstra’s IT
systems as a mission critical emergency service so that migration works would
involve a more rigorous change process and it had not configured alarms for SIP
trunks carrying emergency traffic to increase visibility of any adverse impacts.

19. The ACMA therefore finds that Telstra as a carrier contravened subsection 11(1) of
the Determination on 1 occasion by failing to maintain the proper and effective
functioning of its controlled networks and controlled facilities?. Telstra failed to take
practicable steps such as those mentioned above to ensure that the SIP trunk service
for the 106-emergency number was maintained with an appropriate change
management process, operational documentation and visibility of any adverse
impacts.

Subsection 148(1) of the TCPSS Act

20. As a carrier and CSP, Telstra must comply with the relevant requirements imposed
by the Determination under subsection 148(1) of the TCPSS Act.

21. The ACMA finds that due to the incident between 5 and 6 July 2024, Telstra
contravened subsection 148(1) of the TCPSS Act on 1 occasion because it did not
comply with the requirements of the Determination, as set out above.

Subsection 68(1) of the Act

22. Subsection 68(1) of the Act provides that a carrier must not contravene a condition of
the carrier licence held by the carrier. The standard carrier licence conditions are set
out in Schedule 1 to the Act and include, at clause 1 of Part 1 of Schedule 1, a
requirement that the carrier must comply with the Act and the TCPSS Act.

23. The ACMA also finds that Telstra contravened subsection 68(1) of the Acton 1
occasion because it did not comply with the requirements set out in subsection 11(1)
of the Determination and therefore did not comply with subsection 148(1) of the
TCPSS Act.

2 While the ACMA has identified that Telstra as both carrier and CSP has contravened the section, the
finding of 1 contravention is against Telstra as a carrier.
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