Enforceable Undertaking by Telstra Limited

Section 572B Telecommunications Act 1997 (Cth)

The commitments in this Undertaking are given to the Australian Communications and
Media Authority under section 572B of the Telecommunications Act 1997 by

Telstra Limited (ACN 086 174 781)

Level 41, 242 Exhibition Street
Melbourne VICTORIA 3000

A. DEFINITIONS
In this Undertaking:
Accepted Recommendations has the meaning given in paragraph 17.
ACMA means the Australian Communications and Media Authority.

ACMA member means a member as defined in section 3 of the Australian Communications and
Media Authority Act 2005;

ACMA staff means the staff described in section 54 of the Australian Communications and Media
Authority Act 2005;

Commencement Date means the day on which the ACMA accepts and duly executes a copy of
the Undertaking that has been executed by Telstra.

CSP means carriage service provider.

Determination means Telecommunications (Emergency Call Service) Determination 2019.
ECP for 106 means Concentrix Services Pty Ltd, the emergency call person who is the
recognised person who operates an emergency call service for the emergency service number

106.

ESO means emergency service organisation, which has the meaning given by subsection
147(11) of the TCPSS Act.

Independent Reviewer means the person:

a) who has both the qualification and expertise in audits relating to risk and compliance,
processes, procedures, systems, governance and controls, and

b) who is appointed by Telstra to prepare the Report pursuant to Section C, paragraph 16.
Report means the report, described at paragraph 16, prepared by the Independent Reviewer.
Senior Executive Service has the same meaning as in the Public Service Act 1999.

SIP means session-initiated protocol.

TCPSS Act means the Telecommunications (Consumer Protection and Service Standards) Act
1999 (Cth).



10.

Telecommunications Act means the Telecommunications Act 1997 (Cth).
Telstra means Telstra Limited (ACN 086 174 781).

Undertaking means this undertaking given to the ACMA by Telstra under section 572B of the
Telecommunications Act.

BACKGROUND
Telstra’s obligations

Telstra supplies a SIP trunk service to Concentrix Services Pty Ltd, the ECP for 106. 106 is the
emergency service number for callers who have a hearing or speech impairment. Callers who
need to contact emergency services use a teletypewriter or textphone (TTY) device to call 106.
Telstra delivers these calls to the ECP for 106 via the SIP trunk service. Accordingly, Telstra is a
carrier and CSP for the purposes of the Telecommunications Act.

The Determination imposes requirements on carriers, CSPs and the emergency call persons in
relation to access, carriage, handling and transfer of calls to the emergency call service.

Section 11(1) of the Determination requires carriers and CSPs to maintain, as far as practicable,
the proper and effective functioning of their controlled networks and their controlled facilities that
are used for the carriage of emergency calls to the emergency call service.

Carriers and CSPs are required to comply with the Determination under subsection 148(1) of the
TCPSS Act. Section 68 of the Telecommunications Act also requires carriers to comply with
carrier licence conditions. Carrier licence conditions include a requirement for carriers to comply
with the Telecommunications Act, including the TCPSS Act.

Telstra’s compliance

On 5 July 2024, the 106 SIP trunk service was disabled due to Telstra mistakenly migrating the
production service for the 106 emergency number from one application server to another, instead
of migrating the test service.

On 6 July 2024, the ECP for 106 contacted Telstra to advise that it observed that it was not
receiving 106 calls, including test calls. Shortly afterwards, the ECP for 106 contacted Telstra to
advise it was also unable to make outbound 000 calls from its fixed lines.

Later that day, following remediation by Telstra in conjunction with the ECP for 106, connectivity
to the 106 emergency number was restored, along with the ability of the ECP for 106 to make 000
calls.

During the incident, Telstra did not identify any genuine call attempts to the 106 emergency
number.

On 6 July 2024, Telstra notified the ACMA of the incident.
Improvements undertaken by Telstra since the incident

Following the incident, Telstra has implemented the following improvements to the governance
arrangements with the ECP for 106:

a) Telstra regularly meets with the ECP for 106 to improve engagement and the overall
resilience of the SIP trunk service;

b) Telstra has defined a Technical Product Owner role to bring more accountability to the
SIP trunk service from a technology perspective; and



c)

Telstra has provided the ECP for 106 with a priority engagement path for immediate
response where required.

11. Telstra has also completed the following strategic activities to minimise the risk of further impact
to the SIP trunk service:

a)

b)

d)

Resiliency improvements: Telstra has collaborated with the ECP for 106 to enhance the
resilience of the SIP trunk service by ensuring it has both diversity and redundancy.

Change management improvements: Telstra, with the ECP for 108, reviewed the
arrangements for conducting test calls during changes. Telstra has since successfully
implemented an improved end-to-end testing configuration, ensuring the relevant test
service works end to end. :

Improvements to alarms and monitoring: Telstra has built a new ESO dashboard showing

all emergency services, i.e. all ESOs and the ECP for 106, with associated alarming,
which greatly improves visibility of 106 call handling and the status of the SIP trunk
service. Telstra has also added the SIP trunk registration and calls to and from the 106
service to our existing ‘Vital 12’ network services dashboard. This dashboard is closely
monitored by the network change implementers before, during and after changes to
identify any issues that might arise.

Improved operational support documentation: Telstra has updated its operational support
documentation for the SIP trunk service to ensure it is appropriate for a mission critical
solution.

ACMA'’s findings

12. On 20 March 2025, the ACMA found that:

a)

b)

c)

Telstra, as a carrier, contravened subsection 11(1) of the Determination on 1 occasion by
failing to maintain, as far as practicable, the proper and effective functioning of its
controlled networks and controlled facilities that are used for the carriage of emergency
calls to the emergency call service;

Telstra contravened subsection 148(1) of the TCPSS Act on 1 occasion because it did not
comply with the requirements of the Determination as mentioned in paragraph 12(a); and

Telstra contravened subsection 68(1) of the Telecommunications Act on 1 occasion by
failing to comply with the carrier licence conditions set out in Schedule 1 of the
Telecommunications Act, which includes a requirement that the carrier must comply with
the TCPSS Act.

13. Telstra acknowledges the ACMA'’s findings and offers this Undertaking in response to the ACMA's
concerns regarding Telstra’s compliance with the Determination and to assure the ACMA that
Telstra has adequate systems, procedures, governance and operational arrangements in place
for its future compliance.

14.

For the avoidance of doubt, the scope of the Undertaking relates to the delivery of the SIP trunk
service that Telstra provides to deliver 106 emergency calls from its core network to the ECP for

106.

UNDERTAKINGS

Implementation of further improvements

15. Telstra will:



16.

17.

18.

19.

20.

21.

22.

23.

a) implement further improvements to the change management processes for the SIP trunk
service (including to the relevant test service);

b) document the governance arrangements in place with the ECP for 106; and
c) report to the ACMA in accordance with clause 20 on the:
i) progress of these improvements
ii) effectiveness of these improvements and those set out in paragraph 11(c).
Engagement of independent third party to conduct review

Telstra will engage an Independent Reviewer at its own cost, to produce and provide a report to
Telstra that:

a) reviews the resilience of the SIP trunk service and the associated operational
arrangements, systems, procedures, and governance in place to support the delivery of
emergency calls to the 106 ECP; and

b) recommends any changes or improvements required to address the findings in paragraph
16(a)a).

Telstra undertakes to implement reasonable actions recommended by the Independent Reviewer
under paragraph b) (Accepted Recommendations).

Within one month of the Commencement Date, Telstra will provide the ACMA with a copy of the
Report, along with Telstra’s written response to any recommendations made by the Independent
Reviewer in the Report.

The written response to the ACMA made pursuant to paragraph 18 will include:

a) the reasons why Telstra considers any recommendations in the Report to be
unreasonable; and

b) timeframes for implementing the Accepted Recommendations.

Telstra will report to the ACMA on a 6 monthly basis and provide at least 2 reports to the ACMA
on the status of implementation of the Accepted Recommendations and the matters in paragraph
11(c). The first report will be due 6 months after providing the written response to any
recommendations made by the Independent Reviewer. The final report will be due 30 days after
the completion of the Accepted Recommendations.

Staff training

Telstra will develop training for staff involved in the service delivery management of the SIP trunk
service for the 106 emergency number, i.e. the Telstra Enterprise Solutions, Sales and Service
Teams that support the SIP trunk service (relevant staff), within 3 months of the Commencement
Date. The training will cover the critical nature of the SIP trunk service supplied to the ECP for
1086, the solution and applicable regulatory obligations.

Telstra will provide the training to all relevant staff within one month following development of the
training.

New relevant staff will also be trained within one month of their start date.



24. Telstra will provide the ACMA with written notice when the training has been completed by all
relevant staff (including new relevant staff who start within 11 months of the Commencement Date
in accordance with clauses 22 and 23.

D. DURATION OF THE UNDERTAKING
25. This Undertaking comes into effect on the Commencement Date.

26. Any notice or approval required or permitted to be given by the ACMA under this Undertaking
must be in writing and may be given by any ACMA Member or by any ACMA staff member who is
a member of the Senior Executive Service.

27. This Undertaking ceases to have effect on the day after the last of the reports and notices under
clauses 20 and 24 is provided to the ACMA or when Telstra ceases to be the supplier of the SIP
trunk service to the ECP for 106, whichever is earlier, unless:

a) the ACMA gives written notice to Telstra cancelling this Undertaking in accordance with
subsection 572B(4) of the Telecommunications Act, in which case this Undertaking

ceases to have effect on the day that written notice of the cancellation is given to Telstra;
or

b). the ACMA consents to the earlier withdrawal of this Undertaking in accordance with
Subsection 572B(3) of the Telecommunications Act in which case this Undertaking
ceases to have effect in accordance with the ACMA’s consent.

E. VARIATION OF THE UNDERTAKING
28. This Undertaking may be varied in accordance with subsection 572B(3) of the
Telecommunications Act, in which case this Undertaking will have the effect as varied in
accordance with the consent granted by the ACMA.
F. ACKNOWLEDGMENTS
29. Telstra acknowledges that the ACMA may:
a) issue a media release on execution of this Undertaking referring to its terms;

b) publish this Undertaking or make this Undertaking available for public inspection; and

c) refer to this Undertaking publicly from time to time.



EXECUTED by Telstra Limited (ACN 086 174 781) by its authorised representative on

30/05/2025

Signature of authorised representative

Sinthu Sri Ganeshwaran

Name of authorised representative

The Undertaking offered by Telstra Limited is accepted by the Australian Communications and Media
Authority pursuant to section 572B of the Telecommunications Act 1997 on

30 MAA 2025

Signed for and on behalf of the Australian Communications and Media Authority by:

resentative

CATHA PAVNSFONR ’)
Name of Authorised Representative






