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5.2 SCAM REDUCTION ACTIVITIES, INC. SENDER ID REGISTRY 

LEAD/SUPPORT: JEREMY FENTON | TANYA FARRELL 

The Australian Communications and Media Authority (ACMA) is working to disrupt scams 
before they reach Australians. We are exploring new disruption initiatives and enforcing anti-
scam rules. We are working closely with industry, government agencies and international 
counterparts to protect Australians. 

KEY ISSUES 

 The government announced on 23 April 2023 that, as part of its Fighting Scams initiative, 
the ACMA will implement an SMS sender ID registry (with total budget announced of 
$10.9 million over 4 years, plus $2.2 million per year ongoing). We anticipate that phase 
one will commence in December of 2023. 

 The ACMA is concerned about rising levels of scam activity on digital platforms (where we 
currently have no powers to address scams). We are working across government on 
potential solutions and are also directly engaged with major platforms on the issue. 

 Telcos have reported blocking over 1.4 billion scam calls and 257 million scam SMS 
under ACMA registered rules to 30 June 2023. Telcos are due to provide updated stats to 
the ACMA at the end of October for the July to September 2023 period. The criminal 
syndicate-driven industrial scale and sophistication of scam activity targeting Australians 
requires an ongoing, adaptive and multi-faceted approach to disruption by industry and 
government. Promisingly, more scams are being blocked each quarter as a trend over 
time. 

 The ACMA is actively supporting the work of the Australian Competition and Consumer 
Commission (ACCC) to implement the National Anti-Scams Centre (NASC).  

Sender ID registry 

 An SMS sender ID registry will protect the alphanumeric message headers (shortened 
business names or related tags, such as ‘ATO’ or ‘NAB’) of brands and government 
agencies from impersonation by scammers. It will complement existing protections and 
make SMS with alphanumeric message headers trustworthy for consumers. 

 Impersonating Sender IDs is a key technique used by scammers to gain consumer trust, 
as the messages appear legitimate because they display in brand message threads on 
consumer devices. 

 The ACMA is implementing the registry in phases, so that initial protections are in place 
as quickly as possible.   

 Phase 1 involves the consolidation and expansion of existing provider-level initiatives to 
prevent SMS scam impersonation and is scheduled to commence in December 2023, 
subject to trialling, and telco industry and brand readiness.   

 Phase 1 will be voluntary, without legislative underpinning. Telco providers, along with 
brands most at risk of scam impersonation, will be encouraged to participate to provide 
consumer and brand protections as soon as possible. During this phase, brands will not 
be charged to participate.   
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 The ACMA has established formal mechanisms to obtain data from the AFCX to monitor 
for scam activity and inform compliance actions where warranted. The AFCX holds scam 
and fraud data from the financial sector.  

Work across government 

 The ACCC-led NASC launched on 1 July 2023 and will build its information sharing 
capabilities over the next 3 years.�It has been set up to coordinate government, law 
enforcement and the private sector to combat scams, building on the work of the ACCC’s 
Scamwatch service. 

 The NASC will deliver better protection for Australian consumers and businesses by 
improving cooperation between government and industry to respond to increasingly 
sophisticated scam activity. It will facilitate partnerships between government and the 
private sector including telcos, digital platforms, and payment system participants  
(See Attachments C and D for previous QoNs about the NASC).  

 The NASC will run scams disruption Fusion Cells, which the ACCC defines as time-
limited taskforces designed to bring together expertise from government and the private 
sector to take timely action to address specific, urgent problems. The NASC will 
coordinate a series of fusion cells with different participants to target particular scam 
types. 

 The ACMA is supporting the ACCC’s implementation of the NASC, including through 
being a member of the NASC’s: 

o Regulator Steering Group, which ensures key regulators (ACCC, ACMA and the 
Australian Securities and Investments Commission [ASIC]) have the opportunity to 
collaborate with and contribute to the NASC program 

o The Regulator Operational Coordination Group (ACCC, ACMA, ASIC, Australian Tax 
Office [ATO], AUSTRAC and Attorney-General’s Department [AGD]), which provides 
support to the Regulator Steering Group.  

 The ACMA has also been an observer in NASC meetings on the Fusion Cell for disruption 
of investment scams and the Advisory Board consisting of industry and consumer 
representatives.  

 Aside from the ACCC, the ACMA has strong working relationships with other departments 
and agencies with roles in scam reduction, including ASIC, the ATO, and Treasury and 
the Australian Cyber Security Centre (ACSC). We have formal Memoranda of 
Understanding (MOU) with the ACCC, ASIC, and the ACSC to facilitate collaboration and 
intelligence sharing.  

International collaboration 

 The ACMA is an Executive member of the Unsolicited Communications Enforcement 
Network (UCENet) (a global network of agencies engaged in combating unsolicited 
communications) and is a signatory to the UCENet MOU, which provides for engagement 
and information-sharing with agencies from the Republic of Korea, Canada, the United 
States of America, the Netherlands, the United Kingdom and New Zealand. 

 The ACMA also has individual MOUs with the following agencies to formalise sharing of 
intelligence and best practice: 

o Federal Communications Commission, USA (May 2021)  

o Canadian Radio-Television and Telecommunications Commission (Dec 2021) 
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o Department of Internal Affairs, New Zealand (June 2022)  

o Singapore Infocomm Media Development Authority (July 2022) 

o Information Commissioner’s Office, UK (March 2023). 

 

ATTACHMENTS 

Attachment A Excerpt of Budget Paper No. 2  

Attachment B ACMA scam alerts issued in 2023 

Attachment C QoN – 14 February 2023 - Timetable for National Anti-Scam Centre  

Attachment D  QoN – 24 May 2023 – Correspondence between ACMA and the ACCC 

Attachment E QoN – 24 May 2023 – Submissions or documentation provided to the 
Minister and her office in relation to stopping scammers 

Attachment F QoN – 24 May 2023 – Change over the last five years in scams 

 

 

 

 

 

 

 

 

 

 

 

 

 

Contact Officer Contact Officer 
Jeremy Fenton Tanya Farrell 
Acting General Manager 
Consumer Division 

Acting EM, Unsolicited Communications and 
Scams Branch 

Ph (03) 9963 6909 Ph (02) 6219 5194 
  

  
 
 

 
Date 3/10/2023  
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ATTACHMENT A 

Excerpt of Budget Paper No. 2 – ‘Fighting Scams’ measure  
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ATTACHMENT C 

Environment and Communications 

QUESTION ON NOTICE 

Budget Estimates 2022 – 2023 

Infrastructure, Transport, Regional Development, Communications and the Arts 

 

Departmental Question Number: SQ23‐003198 

Division/Agency Name: Australian Communications and Media Authority 

Hansard Reference: Spoken, Page No. 63 (14 February 2023) 

Topic: ACMA ‐ Timetable for National Anti‐scam Centre 

 

Senator Ross Cadell asked: 

Senator CADELL: It's a new one for me. I went to sell something on Facebook Marketplace the other 

day—it's a Mavic 2 Drone, if anyone's looking for one!—and suddenly got a message saying: 'Is this 

still available? I can't pay. Can I use PayID?' And there's another scam going over Messenger as well. 

And we have no ability to deal with that via ACMA or any other body? 

Ms Rainsford: What we've been outlining here is that the role we play is effectively about disruption. 

Our goal in the telco space has been to take steps to prevent calls and SMS from hitting consumers. 

There is regulation in the ACCC around misleading and deceptive conduct. Of course, that is very 

difficult in a world where you've got, largely, overseas criminals who are sending those scams. 

Likewise, sometimes law enforcement is properly engaged in looking at scam activity there. Sorry, 

I've just lost my train of thought. 

Ms O'Loughlin: I think that's also, Senator, why the government has announced a national antiscam 

centre— so we can pull together the elements of government, including us, who are not only looking 

at scams through different points of view but also getting industry into that discussion as well so we 

can share information and address scams more quickly. 

Senator CADELL: What's the timetable for that centre to be finalised? 

Ms O'Loughlin: It's being established by the ACCC, so I don't believe I have a date in my briefing pack. 

I'm happy to take that on notice. 

 

Answer: 

In the October 2022‐23 Budget, the Government provided $9.9 million over 4 years from 2022–23 to 

the Australian Competition and Consumer Commission (ACCC) for initial work on the establishment 

of a National Anti‐Scam Centre. The timetable for the Centre to be finalised is a matter for 

Government and the ACCC.  
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ATTACHMENT D 

Environment and Communications 
QUESTION ON NOTICE 

Budget Estimates 2023 ‐ 2024 
Infrastructure, Transport, Regional Development, Communications and the Arts 

 
Departmental Question Number: SQ23‐003825 

Division/Agency Name: Agency ‐ Australian Communications Media Authority 

Hansard Reference: Spoken, Page No. 98 (24 May 2023) 

Topic: ACMA ‐ Correspondence between ACMA and the ACCC  

 

Senator Sarah Henderson asked: 

Senator HENDERSON: Pulling in resources from other departments based in the offices of the ACCC—

and I'm sure the ACCC does need more resources, because it's very much under strain—is not a 

centre. That is not an anti‐scam centre as an ordinary Australian would interpret 'centre' to mean. 

Ms O'Loughlin: I think it has a contemporary meaning which people would understand. We don't 

necessarily establish separate agencies to deliver on things, particularly when there is shared 

responsibility across the Commonwealth. We have different responsibilities with regard to scams. 

This will have us working together with industry and with other government agencies to deliver on it. 

Senator HENDERSON: Would you be able to provide all correspondence in relation to the 

establishment of the so‐called centre to the committee? 

Ms O'Loughlin: I don't believe I have any correspondence. I think we've been talking to the ACCC. 

There have been budget announcements. 

Senator HENDERSON: There must be correspondence between you and the ACCC about how this 

would be established. 

Ms O'Loughlin: It's a process. It has been worked through by an IDC. I can certainly check for you, and 

I'll take it on notice. 

Senator HENDERSON: Thank you. I would appreciate that. 

 

Answer: 

The Australian Communications and Media Authority (ACMA)’s engagement with the ACCC about the 

National Anti‐Scam Centre has been through meetings, workshops and discussions.  This includes 

participation in a Regulator Steering Committee that has been established, and is chaired, by the 

ACCC. There is no written correspondence between the Chair and the ACCC in relation to the 

establishment of the National Anti‐Scam Centre.  
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ATTACHMENT E 

Environment and Communications 
QUESTION ON NOTICE 

Budget Estimates 2023 ‐ 2024 
Infrastructure, Transport, Regional Development, Communications and the Arts 

 

Departmental Question Number: SQ23‐003826 

Division/Agency Name: Agency ‐ Australian Communications Media Authority 

Hansard Reference: Spoken, Page No. 99 (24 May 2023) 

Topic: ACMA ‐ Submissions or documentation provided to the minister and her office in relation 

stopping these scammers 

 

Senator Sarah Henderson asked: 

Senator HENDERSON: Assistant Minister, that's not accurate. The proliferation of scams has really 

accelerated on the digital platforms only in recent times. I understand you are the representing 

minister; you are not the responsible minister. But I say to you, Assistant Minister, it is shocking that 

ACMA has been asking for these powers—desperately asking—and the ACCC chair has been 

desperately flying the red flag, saying, 'We need more powers.' They cannot rein in the digital 

platforms, the likes of Meta and Twitter and Google, without the powers. Assistant Minister, could I 

ask you—if you need to take it on notice, that's fine—to come back to the committee and urgently 

update the committee on what the government is doing? Back to you, Chair, could you please 

provide the submissions or documentation that you have provided to the minister and her office or 

the department in relation to the powers that you need to bring in and rein in the digital platforms 

when it comes to stopping these scammers? 

Ms O'Loughlin: I'll take that on notice, Senator. 

Answer: 

The Australian Communications and Media Authority (ACMA) has not made written submissions to 

the Minister for Communications or her office or the department in relation to the powers to 

regulate scams on digital platforms. However, the ACMA has made several public submissions about 

this issue, at Attachments A to C of this response.  

Attachments 

A: Submission to the inquiry into the influence of international digital platforms 

B: Submission to Treasury on ACCC Fifth Interim Report 

C: Submission to ACCC inquiry social media services issues paper 
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ATTACHMENT E  
Attachment A 

Submission to the inquiry into the influence of international digital platforms 
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ATTACHMENT E  
Attachment A 
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ATTACHMENT E  
Attachment A 
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ATTACHMENT E  
Attachment A 
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ATTACHMENT E  
Attachment A 
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ATTACHMENT E  
Attachment B 

Submission to Treasury on ACCC Fifth Interim Report 
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ATTACHMENT E  
Attachment B 
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ATTACHMENT E  
Attachment B
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ATTACHMENT E  
Attachment B 
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ATTACHMENT E  
Attachment C 

Submission to ACCC inquiry social media services issues paper
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ATTACHMENT E  
Attachment C 
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ATTACHMENT F 

Environment and Communications 
QUESTION ON NOTICE 

Budget Estimates 2023 ‐ 2024 
Infrastructure, Transport, Regional Development, Communications and the Arts 

 

Departmental Question Number: SQ23‐003827 

Division/Agency Name: Agency ‐ Australian Communications Media Authority 

Hansard Reference: Spoken, Page No. 100 (24 May 2023) 

Topic: ACMA ‐ Change over the last five years in Scams 

 

Senator Karen Grogan asked: 

CHAIR: Your time is up. We're going to rotate the call. I will ask for one point of clarity. My 

understanding is scams have been increasing for years. Obviously, the more digital we become, the 

more it becomes more prevalent. What has been the pace of that change over the last five years? 

Mr Fenton: I think we'd have to take that on notice for specific figures, but I think your 

characterisation that they have been increasing is accurate, and they've been fairly dramatically 

increasing across that period. 

Answer: 

While the number of reported scams to Scamwatch is falling, the combined losses reported to 

government agencies in 2022 were at least $3.1 billion, an 80% increase on total losses recorded in 

2021 – see table below. Scamwatch data shows that in 2022 reported losses on social networks 

increased by approximately 43% and on mobile apps by approximately 98% compared to 2021. 

However, there are promising indications that efforts to reduce the impact of phone and SMS scams 

are working. 
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Figure 1. Reported losses to scams and number of scam reports ‐ ACCC Targeting Scams Reports 2018‐2022.1 

 

 

Figure 2. Scam contact methods reported to ACCC’s Scamwatch 2019 to 2023 year to date.2 

 

 

 
1 Targeting scams: report on scams activity, ACCC, 2018‐2022 
2 Scamwatch statistics, ACCC, 2019‐2023. 




