Notice prepared pursuant to subsection 172(3) of the Radiocommunications Act 1992 (the Act)

A permanent ban has been imposed
The ACMA has made the Radiocommunications (Jamming Equipment) Permanent Ban 2023 (the Instrument) under subsection 172(1) of the Act, which imposes a permanent ban on the kinds of equipment set out below.
Time when the permanent ban came into force
The permanent ban came into force on 11 March 2023.
Kind of equipment to which the permanent ban relates
The permanent ban relates to 3 specific kinds of equipment.
Public mobile telecommunications service (PMTS) jamming equipment
PMTS jamming equipment is:
· equipment that is both:
· designed to have an adverse effect on radiocommunications; and
· capable of operating on a frequency within a PMTS frequency band (whether or not it is capable of operating on another frequency);
· 	equipment that is designed to block radio emissions between:
· a base station used in the provision of a public mobile telecommunications service; and
· a mobile station;
whether or not the equipment is designed to have other purposes or consequences.
However, two-way communication equipment (as defined in section 5 of the Instrument) is not PMTS jamming equipment.
Radio local area network (RLAN) and remotely piloted aircraft system (RPAS) jamming equipment
RLAN and RPAS jamming equipment is equipment that:
· is capable of operating on a frequency within an RLAN and RPAS frequency band (whether or not it is capable of operating on another frequency); and
· is designed to do one or more of the following:
· have an adverse effect on radiocommunications; or
· block radio emissions between 2 or more RLAN devices (whether or not the equipment is designed to have other purposes or consequences); or
· block radio emissions between 2 or more RPAS devices (whether or not the equipment is designed to have other purposes or consequences).

However, if the principal purpose of equipment is an industrial, scientific, medical, or domestic application (as defined in section 5 of the Instrument), the equipment is not RLAN and RPAS jamming equipment.
Additionally, two-way communication is not RLAN or RPAS jamming equipment.
However, two-way communication equipment (as defined in section 5 of the Instrument) is not PMTS jamming equipment.
 
Radionavigation-satellite service (RNSS) jamming equipment
RNSS jamming equipment is:
· equipment that is:
· designed to have an adverse effect on radiocommunications; and
· capable of operating on a frequency within an RNSS frequency band (whether or not it is capable of operating on another frequency);
· equipment that is designed to block radio emissions between:
· an RNSS transmitter; and
· an RNSS receiver;
whether or not the equipment is designed to have other purposes or consequences.

However, if equipment is designed to transmit information that can be used to determine both the location of an RNSS receiver, and the local time at the location when the location is determined, the equipment is not RNSS jamming equipment.
Reasons for imposing the permanent ban
PMTS jamming equipment
The ACMA has imposed a permanent ban on PMTS jamming equipment for the following reasons:
· Equipment that is designed to cause interference to a PMTS can be used to block, or otherwise interfere with, radio emissions between a mobile station (for example, a mobile handset) and a base station. 
· Such equipment can be used to prevent mobile stations from sending or receiving voice and data traffic to, or from, a telecommunications network. 
· The interference generated by this type of equipment can affect the quality, reliability and coverage of PMTS.
· Businesses and individuals rely on PMTS for voice and data services, as well as for mobile broadband. 
· Preventing or otherwise disrupting the supply of those services has the potential to adversely affect the public on a large scale. For example, it may prevent access to emergency call services, result in loss of business or cause inconvenience to mobile phone users. 
· Equipment that is designed to adversely affect radiocommunications in this way is also at risk of being used in connection with criminal or terrorist activities.
RLAN and RPAS jamming equipment
The ACMA has imposed a permanent ban on RLAN and RPAS jamming equipment for the following reasons:
· RLAN devices are radiocommunications systems used to provide wireless communications in a local area. RLAN devices include Wi-Fi routers and devices that use the same parts of the spectrum, such as Bluetooth devices. 
· Consumer and commercial drones – also called RPAS – have become prominent users of this part of the spectrum. These devices largely operate on frequencies provided in, and are authorised by, the Radiocommunications (Low Interference Potential Devices) Class Licence 2015 (the Class Licence).
· RLAN and other devices authorised by the Class Licence play a key role in enabling innovation and broader social and economic connectivity. Wi-Fi calling and hotspots, and Wi-Fi and Bluetooth home security devices are also common uses of the relevant spectrum, and Wi-Fi technologies can also be used by network providers to improve cellular network capacity. 
· Equipment that is designed to cause interference to RLANs can be used to cause inconvenience (for example, by disrupting a connection between a mobile handset and a publicly available Wi-Fi hotspot), or be attractive to criminals (who may, for example, use the equipment to disable a home security system).
· As the use of remotely piloted aircraft (RPA) and RPAS becomes increasingly widespread, there are growing concerns about use of equipment designed to cause interference to RPAS, which could seriously threaten safety, security and property (for example, jamming RPAS radiocommunications can cause the RPA to crash). 

RNSS jamming equipment
The ACMA has imposed a permanent ban on RNSS jamming equipment for the following reasons:
· The near-ubiquitous availability of the RNSS (commonly referred to as the Global Positioning System (GPS)) has seen it increasingly used in a wide range of consumer, commercial and public-purpose applications. 
· The RNSS is critical to certain industries, including commercial aviation, and is also a feature incorporated into many emerging aviation technologies, such as RPAS. 
· The adverse effects of using equipment that is designed to cause interference to the RNSS, and devices using frequencies allocated for use by the RNSS, may range from inconvenience to RNSS users, to threats to public safety, and disruption to the functioning of critical systems and infrastructure.
· The disruptive and dangerous effects of using such equipment can make the equipment attractive for criminals or terrorists.


