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[bookmark: _Toc105076237][bookmark: _Hlk71281652]Executive summary 
The ACMA’s ability to issue infringement notices for contraventions of certain civil penalty provisions was a key part of the reforms enabled under the Telecommunications Legislation Amendment (Competition and Consumer Safeguards) Act 2010. 
The measures were intended to assist the ACMA in enforcing obligations under the telecommunications regulatory regime set out in the Telecommunications Act 1997, Telecommunications (Consumer Protection and Service Standards) Act 1999 and the Telecommunications (Interception and Access) Act 1979 (referred to collectively below as the relevant Acts). 
This enforcement option provides a timely, cost-efficient enforcement outcome and an alternative to court proceedings.
An authorised ACMA officer may issue an infringement notice for a contravention of certain civil penalty provisions, including: 
a provision declared by the relevant Acts to be a civil penalty provision
a provision declared by the ACMA to be a listed infringement notice provision. These listed infringement notice provisions are currently declared by the Telecommunications (Listed Infringement Notice Provisions) Declaration 2022 (the IN Declaration). For breaches of a carrier licence condition or service provider rule, an infringement notice may be issued from 3 months after the date on which the provision is listed.
The ACMA remade the IN Declaration under subsection 572E(7) of the Act on 24 March 2022, as part of a sunsetting process.[footnoteRef:2] Before we remade the IN Declaration, we conducted a 6-week public consultation. [2:  Under Part 4 of the Legislation Act 2003, legislative instruments sunset on the first of 1 April or 1 October falling on or after the tenth anniversary of registration of the instruments, unless the instrument was registered on 1 January 2005.] 

The consultation paper proposed that provisions from the draft Telecommunications Service Provider (Customer Identify Verification) Determination 2021 (the Customer ID Determination)[footnoteRef:3] be included in the remade IN Declaration, in anticipation of the Determination being made in substantially the same form as the draft.  However, the ACMA made the Customer ID Determination, under section 99 of the Telco Act on 1 April 2022, after the IN Declaration was remade and with various amendments to reflect consultation feedback.  Accordingly, the IN Declaration did not include provisions in the Customer ID Determination. [3:  The draft determination was amended to reflect feedback obtained through public consultation and is now titled the Telecommunications Service Provider (Customer Identity Authentication) Determination 2022.] 

One submission to the consultation suggested that provisions from the Telecommunications Service Provider (International Mobile Roaming) Determination 2019 (the IMR Determination) also be listed in the IN Declaration.
We are therefore consulting on a proposal to amend the IN Declaration to include provisions from these 2 determinations and welcome feedback from stakeholders on this proposal.
[bookmark: _Toc105076238]Overview of the IN Declaration 
The telecommunications regulatory regime set out in the Telecommunications Act 1997, the Telecommunications (Consumer Protection and Service Standards) Act 1999 and the Telecommunications (Interception and Access) Act 1979 (referred to here as the relevant Acts), declare certain provisions of the relevant Acts to be civil penalty provisions. 
An ACMA authorised officer may issue an infringement notice for contraventions of these civil penalty provisions. 
In addition, the ACMA may declare other provisions to be listed infringement notice provisions, thus enabling the ACMA to issue an infringement notice for contraventions of these provisions.[footnoteRef:4] Relevantly, the ACMA may declare a specified provision of a service provider determination in force under section 99 to be a listed infringement notice provision.  [4:  The ACMA may make that declaration under section 572E(7) of the Telecommunications Act.] 

The ACMA most recently made such a declaration on 24 March 2022 – the Telecommunications (Listed Infringement Notice Provisions) Declaration 2022 (the IN Declaration).
Before listing a provision in the IN Declaration, the enforcement options available to the ACMA for contraventions of provisions that are not declared by the relevant Acts to be civil penalty provisions, are limited to:
issuing formal warnings
issuing remedial directions 
accepting enforceable undertakings
initiating civil penalty proceedings.
Listing specific provisions in the IN Declaration enables the ACMA to take a more consistent, efficient and graduated approach to compliance and enforcement as an alternative to civil penalty proceedings. 
Under subsection 572E(1) of the Telecommunications Act, an authorised ACMA officer may give an infringement notice if they have reasonable grounds to believe that a person has contravened a particular civil penalty provision. Relevantly, the infringement notice must be given within 12 months after the day on which the contravention is alleged to have taken place.
In exercising this power, the officer must consider relevant guidelines[footnoteRef:5] in force. The guidelines are intended to assist both the telecommunications industry and the community to understand the ACMA’s approach to infringement notice powers under the Act. If it is necessary to use our enforcement powers, we will consider the administrative and financial burdens on participants in the telecommunications industry and the effectiveness of the regulatory arrangements.  [5:  Telecommunications (Infringement Notices) Guidelines 2022. ] 


[bookmark: _Toc105076239][bookmark: _Toc381177300][bookmark: _Toc26869190]Proposed amendments
The new provisions we propose to list in the amended IN Declaration will provide the ACMA with:
additional options to address areas of non-compliance, without initiating formal court proceedings
consistency of enforcement options for regulations where compliance is mandatory (for example, to ensure that enforcement of section 99 determinations is consistent with industry standards).
We consider it appropriate to list the provisions below on the amended IN Declaration because, consistent with the Attorney General’s guidelines[footnoteRef:6], elements of the provisions are well-defined, and compliance is readily determined. [6:  See Chapter 6 of A Guide to Framing Commonwealth Offences, Infringement Notices and Enforcement Powers, accessed 28 March 2022.] 

[bookmark: _Toc105076240]Provisions from the Customer ID Determination to be included in the amended IN Declaration 
The ACMA made the Telecommunications Service Provider (Customer Identity Authentication) Determination 2022 (the Customer ID Determination) on 1 April 2022. These rules apply to all carriage service providers (CSPs) and are intended to prevent unauthorised customer interactions to telecommunications services by third-party bad actors.
Data from government agencies, telecommunications providers and other bodies indicates ongoing harm from fraudulent transactions on customer accounts. We estimate the average loss from fraud per mobile number is around $28,700, and we are aware consumers are likely to under-report fraud to authorities due to embarrassment and reputational issues.
The Customer ID Determination requires providers to use multi-factor authentication before undertaking high-risk transactions. This will help reduce the harms to consumers from fraud relating to prior customer identity authentication processes.
Amending the IN Declaration will allow the ACMA to take appropriate enforcement action in response to contraventions of these regulatory obligations. It will also align the suite of enforcement options available for the Customer ID Determination with the Telecommunications (Mobile Pre-Port Verification) Industry Standard 2020, which addresses similar harms caused by mobile number fraud.[footnoteRef:7]  [7:  A failure to comply with a provision of this Standard is a contravention of s.128 of the Telecommunications Act, which is declared by that Act to be a civil penalty provision. Accordingly, an infringement notice may be issued for a contravention of a provision of this Standard without it being declared in the IN Declaration. ] 

Provisions from the Customer ID Determination to be included 
	Provision
	Requirement

	Section 8
	Before undertaking the first high-risk customer transaction in the course of a high-risk customer interaction, a CSP for a telecommunications service must confirm the requesting person is the customer, or the customer’s authorised representative, for the service using one of the identity authentication processes outlined at sections 9, 10 or 11. This section is subject to section 12.

	Paragraph 9(5)(a)
	A CSP must reverse or remediate any completed high-risk customer transaction and must notify the customer, or the customer’s authorised representative, of the steps it has taken and what the customer, or the customer’s authorised representative, can do to protect the customer’s account if the customer, or the customer’s authorised representative, did not initiate the interaction and takes the action referred to in sub-subparagraph 9(3)(c)(ii)(C).

	Paragraph 9(5)(b)
	A CSP must not undertake any high-risk customer transaction and must notify the customer, or the customer’s authorised representative,  that it has not undertaken the transaction and what the customer, or the customer’s authorised representative, can do to protect the customer’s account if the customer, or the customer’s authorised representative, did not initiate the interaction and takes the action referred to in sub-subparagraph 9(3)(c)(ii)(C).

	Subsection 10(5)
	If a CSP uses an identity authentication process under section 10, either before, or immediately after undertaking the first high-risk customer transaction, it must send a notification to the customer, or the customer’s representative, informing them that a high-risk customer transaction has been initiated, and what they can do if they did not authorise the interaction.

	Paragraph 10(8)(a)
	A CSP must reverse or remediate any completed high-risk customer transaction and must notify the customer, or the customer’s authorised representative, of the steps it has taken and what the customer, or the customer’s authorised representative, can do to protect the customer’s account if the customer, or the customer’s authorised representative, did not initiate the interaction and takes the action referred to in paragraph 10(5)(f).

	Paragraph 10(8)(b)
	A CSP must not undertake any high-risk customer transaction and must notify the customer, or the customer’s authorised representative, that it has not undertaken the transaction and what the customer, or the customer’s authorised representative, can do to protect the customer’s account if the customer, or the customer’s authorised representative, did not initiate the interaction and takes the action referred to in paragraph 10(5)(f).

	Subsection 11(3)
	A CSP who completes one or more high-risk customer transactions under section 11, must keep a record of the transactions(s).

	Subsection 11(4)
	If a CSP uses an identity authentication process under section 11, either before, or immediately after undertaking the first high-risk customer transaction, the provider must send a notification to the customer, or the customer’s authorised representative, informing them that a high-risk customer transaction has been initiated, and what they can do if they did not authorise the interaction.

	Paragraph 11(7)(a)
	A CSP must reverse or remediate any completed high-risk customer transaction and must notify the customer, or the customer’s authorised representative, of the steps it has taken and what the customer, or the customer’s authorised representative, can do to protect the customer’s account if the customer, or the customer’s authorised representative, did not initiate the interaction and takes the action referred to in paragraph 11(4)(f).

	Paragraph 11(7)(b)
	A CSP must not undertake any high-risk customer transaction and must notify the customer, or the customer’s authorised representative, that it has not undertaken the transaction and what the customer, or the customer’s authorised representative,  can do to protect the customer’s account if the customer, or the customer’s authorised representative, did not initiate the transaction and takes the action referred to in paragraph 11(4)(f).

	Subsection 12(2)
	An employee or agent of a CSP for a telecommunications service who has completed fraud mitigation training must be satisfied the requesting person is an unlisted authorised representative on the basis of documentary evidence, before undertaking the first high-risk customer transaction in the course of a high-risk customer interaction. 

	Subsection 12(3)
	A CSP who completes one or more high-risk customer transactions under section 12, must keep a record of the transactions.

	Subsection 12(4)
	If a CSP completes, or is intending to complete, one or more high-risk customer transactions under section 12, either before, or immediately after undertaking the first high-risk customer transaction, must send a notification to the customer, or the customer’s authorised representative that informs the relevant person what they can do if they did not authorise the transaction.

	Subsection 12(7)
	If a customer, or the customer’s authorised representative, takes the steps at paragraph 12(4)(f), a CSP must either:
reverse or remediate any completed high-risk customer transaction and notify the customer, or their authorised representative, of the steps it has taken and what the customer, or their authorised representative can do to protect the customer’s account, or
if not commenced, not undertake any high-risk customer transaction, and must notify the customer, or their authorised representative, that it has not undertaken the transaction and what the customer, customer, or their authorised representative, can do to protect the customer’s account.

	Subsection 13(1)
	A CSP must have systems in place to identify customers of the CSP who are at risk of fraud in relation to their telecommunications service and provide them with fraud mitigation protections.

	Subsection 13(2) 

	A CSP must, in response to a reasonable request made by a customer of the CSP who believes they are at risk of fraud in relation to their telecommunications services, offer the customer fraud mitigation protections.

	Section 14
	A CSP must publish customer awareness and safeguard information on its website(s).

	Section 15
	A CSP must not charge a fee for a message or notification sent to a customer under the Customer ID Determination or for taking an action described in section 13.

	Section 16
	A CSP must keep certain records that are sufficient to demonstrate compliance and must retain the records for a minimum of 1 year.



[bookmark: _Toc105076241]Provisions from the IMR Determination to be included in the amended IN Declaration
The ACMA made the Telecommunications Service Provider (International Mobile Roaming) Determination 2019 (the IMR Determination) on 17 December 2019, replacing the former Telecommunications (International Mobile Roaming) Industry Standard 2013. It applies to all CSPs supplying an international mobile roaming service.
The obligations in the IMR Determination are similar to the obligations in the former industry standard and issuing infringement notices was an enforcement option available to the ACMA under the standard. 
Including these provisions will provide the ACMA with the ability to take an efficient and graduated approach to non-compliance with obligations to notify consumers of their expenditure on telecommunications services when travelling internationally.
Provisions from the IMR Determination to be included 
	Provision
	Requirement

	Subsection 7(1)
	The CSP must have SMS, and at least one other communication method that can be used on devices that do not support SMS, available as a preferred method to communicate notifications about the IMR service to customers.

	Subsection 7(2)
	The CSP must offer a choice of SMS, and at least one other communication method that can be used on devices that do not support SMS, as a preferred method to communicate notifications about the IMR service to customers.

	Subsection 7(6)
	If relevant, the CSP must inform customers that charges may apply to their preferred method of communication.

	Subsection 7(7)
	The CSP must communicate notifications about the IMR service to the customer using the customer’s preferred method of communication, unless otherwise specified in the instrument.

	Subsection 7(8)
	If a customer does not choose a preferred communication method for receiving IMR notifications, the CSP must communicate notifications using SMS (if available) or one of the methods of communication offered for customers whose devices do not support SMS, as if they had selected those methods.

	Subsection 8(2)
	Within 10 minutes of the customer activating the IMR service, the CSP must send a message to the customer using their preferred method of communication, advising them of the information specified in this subsection.

	Subsection 8(5)
	The CSP must send the customer the message referred to in subsection 8(2) each time the customer activates the service in an oversees location or a new overseas location, unless the specified exceptions apply.

	Subsection 8(6)
	A CSP must not charge a fee for sending the customer a message under subsection 8(2) or 8(3).

	Paragraph 9(2)(a)
	Within 10 minutes of the customer activating the IMR service, the mobile network operator must send the customer the specified warning message.

	Paragraph 9(2)(b)
	Within 1 hour of the customer activating the IMR service, the mobile network operator must send the second provider notice that the IMR service is being supplied to the customer.

	Paragraph 9(2)(c)
	Within 1 hour of the customer activating the IMR service, the mobile network operator must send the second provider the customer’s mobile number and the location in which the IMR service has been activated.

	Subsection 9(4)
	The mobile network operator must send the message specified in paragraph 9(2)(a) each time the customer activates an IMR service in an overseas location, unless that message was sent to that customer in the same location within the preceding 14 days.

	Subsection 9(5)
	The notification in paragraph 9(2)(b) and the information specified in paragraph 9(2)(c) must be sent to the second provider each time the customer activates an IMR service in an overseas location, unless those messages were sent to that customer in the same location within the preceding 14 days.

	Subsection 9(6)
	A CSP must not charge a fee for sending the message under paragraph 9(2)(a).

	Subsection 10(2)
	Within 10 minutes of receiving the message from the mobile network operator, the CSP must send a message to the customer, using their preferred communication method, advising them of maximum charges and how to decline supply of roaming services.

	Subsection 10(5)
	The CSP must send the message referred to in paragraphs 10(2)(a) or (b) to the customer each time the customer activates the IMR service in an overseas location, unless those messages were sent to that customer in the same location within the preceding 14 days.

	Subsection 10(6)
	A CSP must not charge a fee for sending the message under subsection 10(2) or (3).

	Subsection 11(2)
	The CSP must provide maximum charge information in relation to any overseas location to the customer within 24 hours of receiving a request from the customer.

	Subsection 11(3)
	A CSP must not charge a fee for providing information under subsection 11(2).

	Subsection 12(1)
	A CSP must make available at least one method by which a customer may decline the continued supply of an IMR service at any time while travelling overseas.

	Subsection 12(2)
	If a customer declines the continued supply of an IMR service, the CSP must cease the service within 24 hours.

	Subsection 12(3)
	If a customer calls a particular Australian number to decline the continued supply of an IMR service, the CSP must not charge more than A$1.

	Subsection 12(4)
	If a customer uses the CSPs website to decline the continued supply of an IMR service, the CSP must not charge the customer a fee.

	Subsection 12(5)
	If a customer uses a method other than those listed in subsections (3) and (4) to decline the continued supply of an IMR service, the CSP must not charge the customer a fee of more than A$1.

	Subsection 13(2)
	A CSP that supplies an IMR service to a customer must make available at least one spend management tool that provides either an estimate of usage, or, if it cannot provide a current usage estimate, advice about the length of the delay and information about current IMR charges or usage that is yet to be billed to the customer.

	Subsection 13(5)
	A CSP must not use acceptance of a term of a standard form of agreement, or the default terms and conditions of an included value pack, to allow a customer to decline to receive spend management information related to their use of the IMR service.

	Paragraph 13(6)(a)
	If a customer declines to receive spend management information related to their use of the IMR service, the CSP must send an acknowledgement to the customer advising them that they may request to receive the notifications again at any time

	Paragraph 13(12)(b)
	Spend management tool(s) must be made available to customers without charge.



[bookmark: _Toc105076242]Invitation to comment
[bookmark: _Toc433122131][bookmark: _Toc348105637][bookmark: _Toc300909556][bookmark: _Toc298924673][bookmark: _Toc105076243][bookmark: _Toc348105638][bookmark: _Toc300909557][bookmark: _Toc298924674][bookmark: _Toc274296357]Making a submission
Comments are sought on the ACMA’s proposal to amend the Telecommunications (Listed Infringement Notice Provisions) Declaration 2022. 
Online submissions can be made by uploading a document. Submissions in PDF, Microsoft Word or Rich Text Format are preferred. 
Submissions by post can be sent to: 
Content and Consumer Division
Australian Communications and Media Authority
PO Box 13112
Law Courts
Melbourne VIC 8010
The closing date for submissions is COB, Friday 24 June 2022.
Consultation enquiries can be emailed to haveyoursay@acma.gov.au 
[bookmark: _Toc348105639][bookmark: _Toc300909558]Publication of submissions
[bookmark: _Toc348105640][bookmark: _Toc300909559][bookmark: _Toc265246234]The ACMA publishes submissions on our website, including personal information (such as names and contact details), except for information that you have claimed (and we have accepted) is confidential. 
Confidential information will not be published or otherwise released unless required or authorised by law.
Privacy
View information about our policy on the publication of submissions, including collection of personal information during consultation and how we handle that information.
Information on the Privacy Act 1988, how to access or correct personal information, how to make a privacy complaint and how we will deal with the complaint, is available in our privacy policy. 
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