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[bookmark: _Toc77597261][bookmark: _Toc23509301]Introduction and definitions
Sections 313 and 314 of the Telecommunications Act 1997 (Cth) set out obligations on carriers and carriage service providers to ensure their operations and supply of services are not being used for the commission of various offences or contraventions. In particular, under subsection 313(3) of the Telecommunications Act, carriers and carriage service providers must, in connection with their operation of telecommunications networks or facilities or the supply by the carrier or provider of carriage services, give Commonwealth and state and territory officers and authorities such help as is reasonably necessary for certain purposes, including:
enforcing the criminal law and laws imposing pecuniary penalties
assisting the enforcement of criminal laws in foreign countries
assisting the investigation and prosecution of international war crimes
protecting the public revenue
safeguarding national security.
Relevantly, subsection 313(3) enables Australian Government agencies to request carriage service providers that are internet service providers (ISPs) to provide such assistance as is reasonably necessary to disrupt access to illegal online services by blocking access to websites (the disruption request) in connection with any of the purposes set out in paragraph 313(3)(c)–(e) of the Telecommunications Act. Where an ISP is required to give help to the ACMA under subsection 313(3), the ISP must comply with that requirement on such terms and conditions as are agreed in accordance with section 314 of the Telecommunications Act.
In making disruption requests, Australian Government agencies must follow the whole-of-government guidelines released in June 2017, Guidelines for the use of section 313(3) of the Telecommunications Act 1997 by government agencies for the lawful disruption of access to online services. These guidelines were released in response to the June 2015 report of the then House of Representatives Standing Committee on Infrastructure and Communications, Balancing freedom and protections: Inquiry into the use of subsection 313(3) of the Telecommunications Act 1997 by government agencies to disrupt the operation of illegal online services.
The guidelines provide a summary of good practice for agencies to follow when making subsection 313(3) requests, in order to promote the transparent, accountable and responsible use of the subsection, and to ensure that online disruption activities are effective and in line with community expectations.
These policies and procedures set out the ACMA’s application of the guidelines for its use of disruption requests under sections 313 and 314 of the Telecommunications Act, including:
approval required to make a disruption request
limiting the use of disruption requests
technical assistance and consultation with ISPs
monitoring and review of the disruption 
transparency and public information about the disruption 
complaints about, and review of, the disruption. 
[bookmark: _Toc77597262][bookmark: _Toc23509302]About the ACMA
[bookmark: _Toc77597263][bookmark: _Toc23509303]Functions and responsibilities
The Australian Communications and Media Authority (ACMA) is an independent Commonwealth statutory authority. Its governance and functions are prescribed by the Australian Communications and Media Authority Act 2005.
The ACMA is responsible for the regulation of broadcasting, radiocommunications, telecommunications and some online content in accordance with 4 principal acts —the Radiocommunications Act 1992, Telecommunications Act, Telecommunications (Consumer Protection and Service Standards) Act 1999 and Broadcasting Services Act 1992. There are other Acts that confer regulatory jurisdiction on the agency or are otherwise relevant to the ACMA in areas such as spam (Spam Act 2003), the Do Not Call Register (Do Not Call Register Act 2006) and interactive gambling (Interactive Gambling Act 2001). 
In accordance with the relevant legislation, the ACMA’s specific responsibilities include: 
regulating telecommunications and broadcasting services, some internet content, spam and telemarketing, interactive gambling and datacasting services 
managing access and planning the availability of radiofrequency spectrum bands through radiocommunications licence arrangements, and resolving competing spectrum demands through price-based allocation methods, for the telecommunications and broadcast sectors 
regulating compliance with the relevant legislation, licence conditions, codes of practice, standards, service guarantees and other safeguards 
upholding community safeguards and protections 
promoting and facilitating industry self-regulatory and co-regulatory solutions to emerging issues 
exercising powers, where necessary, to create legislative and other instruments, often in the form of industry standards or service provider rules 
facilitating the provision of community information to promote informed decisions about communications products and services 
reporting on matters relating to the communications industry, including its performance 
representing Australia’s communications interests internationally 
advising the government on specific matters from time to time.
[bookmark: _Toc77597264][bookmark: _Toc23509304]Disruption requests
In accordance with the guidelines, agencies report to the ACMA on their use of disruption requests. The ACMA collects and reports statistical information about this use of disruption requests in its annual report. 
As part of its own regulatory responsibilities, the ACMA may consider it appropriate to make a disruption request to disrupt access to illegal online services, in accordance with the policies and practices set out in this document.
[bookmark: _Toc77597265][bookmark: _Toc23509305]Application of the guidelines by the ACMA
[bookmark: _Toc77597266][bookmark: _Toc23509306]Approval required to make a disruption request  
1. The ACMA Chair or ACMA Deputy Chair or an ACMA Authority Member or an ACMA Senior Executive Service officer must approve each request made under subsection 313(3) of the Telecommunications Act to an ISP to disrupt access to online services. 
[bookmark: _Toc77597267][bookmark: _Toc23509307]Limiting use of disruption requests
2. The ACMA will limit its use of disruption requests to cases that:
i. satisfy the threshold considerations identified in paragraph 3 below
ii. the ACMA has determined are appropriate based on a consideration of a range of factors set out in paragraph 4 below.
3. The appropriate threshold identified in the guidelines for the use of disruption requests is stated as being cases:
i. involving serious criminal or civil offences, or threats to national security; and
ii. that carry a maximum prison term of at least 2 years, or if the offence does not carry a prison term, a financial penalty of at least 120 Commonwealth penalty units.
4. The ACMA will consider a range of factors to determine whether the disruption request is appropriate when balanced against Australia’s commitment to promoting an open, free and secure internet, including:
i. the availability of other enforcement tools, such as injunctions
ii. the services on the site
iii. the likely effectiveness of the proposed disruption
iv. the views of the ISPs
v. technical feasibility and costs involved in the proposed disruption
vi. potential consequences and/or damage to the government
vii. the nature of the offence or contravention
viii. whether there is a public or national interest in the proposed disruption
ix. any other factor considered relevant by the ACMA.
[bookmark: _Toc77597268][bookmark: _Toc23509308]Technical assistance and consultation with ISPs
5. The ACMA will have access to technical expertise of the requisite level to help ensure that the disruption of services under subsection 313(3) of the Telecommunications Act is effective, responsible, as targeted as possible and able to be executed appropriately.
6. The ACMA will access this technical expertise either internally or through procedures it has established to draw on the expertise of other agencies or external experts.
7. Before making a disruption request, and as required on an ongoing basis, the ACMA will consult with relevant ISPs, and agree on the terms and conditions on which assistance will be provided, including about:
i. the management of costs
ii. the method used to block the websites including to endeavour to make the disruption requests as targeted as possible
iii. the use of a ‘stop page’ to be shown to the members of the public on the blocked websites
iv. the handling of requests for assistance and complaints
v. ISPs’ views on the proposed disruption, where doing so does not jeopardise ongoing or planned investigations, operational activities or give rise to other law enforcement or national security concerns or other factors considered relevant by the ACMA. 
[bookmark: _Toc77597269][bookmark: _Toc23509309]Monitor and review the disruption
8. Each disruption request will expire after a specified time.
9. The ACMA will monitor at regular intervals the disruption of access to the website to ensure that it remains appropriate (that is, it is effective, responsible, as targeted as possible and is executed appropriately). 
10. The ACMA will also review information provided by the public about the disruption of access to the website and complaints made by adversely affected parties.
11. If the ACMA considers that a disruption is no longer appropriate, then it will contact the relevant ISPs to arrange for the disruption to be removed, unblocking the relevant website.
12. The ACMA will periodically evaluate its processes for disruption and the outcome of each disruption. 
[bookmark: _Toc77597270][bookmark: _Toc23509310]Transparency and public information about the disruption
13. The aim identified in the guidelines is to provide timely and relevant information to the public about disruption to improve transparency and help increase public awareness about the use of subsection 313(3) of the Telecommunications Act.
14. In deciding whether to publish its use of a disruption request and the reason for why that request was made, the ACMA will consider a range of factors, including:
i. the aim of improving transparency and increasing public awareness as set out in paragraph 13 above
ii. the potential for publication to jeopardise ongoing or planned investigations, operational activities, giving rise to other law enforcement or national security concerns
iii. other factors considered relevant by the ACMA.
15. The ACMA will provide the ISPs with a ‘stop page’ to be shown to members of the public if they try to access a disrupted website, which:
i. identifies ACMA as the agency requesting the disruption and provides its contact information so the public can seek further information about its use of subsection 313(3) of the Telecommunications Act
ii. subject to considerations set out in paragraph 14, provides the high-level reason for the request
iii. provides information about the ACMA’s complaint and review mechanisms for those parties adversely affected by the disruption.
16. ACMA’s use of disruption requests will be included in its annual report, including the number of disruption requests, the number of websites blocked and, subject to considerations set out in paragraph 14, the high-level reason for each disruption request.
[bookmark: _Toc77597271][bookmark: _Toc23509311]Complaints and review of the disruption
17. A party adversely affected by the disruption can make a complaint and seek a review of the disruption as set out on the ACMA’s information and complaints page for website blocking. 
18. The ACMA will handle complaints in accordance with its Client Service Charter.
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