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[bookmark: _Toc73539703]Background
[bookmark: _Toc73539704]Automatic sunsetting of legislative instruments
Part 4 of Chapter 3 of the Legislation Act 2003 sets out the provisions for sunsetting of legislative instruments. Generally, legislative instruments sunset (automatically repeal) on 1 April or 1 October that first occurs after the 10th anniversary of their registration. 
Among the legislative instruments made by the Australian Communications and Media Authority (ACMA) due to sunset are the following instruments:
	Name of instrument
	Sunset date

	Broadcasting Services (Anti-terrorism Requirements for Subscription Television Narrowcasting Services) Standard 2011
	1 October 2021

	Broadcasting Services (Anti-terrorism Requirements for Open Narrowcasting Television Services) Standard 2011
	1 October 2021


Copies of the respective instruments are available at the links above. The ACMA is considering whether the instruments (which are structurally identical and referred to here as the ‘anti-terrorism standards’) are operating efficiently and effectively within the current legislative framework and should be remade prior to the sunsetting date.
[bookmark: _Hlk46743272]The ACMA’s preliminary view is the anti-terrorism standards should continue, and that the instruments are largely fit-for-purpose. It considers the instruments should be remade as a single instrument with only minor changes. This paper invites comment on these instruments and their place in the regulatory framework, through a number of targeted questions.
[bookmark: _Toc73539705]Brief details about the legislative instruments
[bookmark: _Toc71897575][bookmark: _Toc72161167][bookmark: _Toc72399848][bookmark: _Toc72410315][bookmark: _Toc72755640][bookmark: _Toc73010917][bookmark: _Toc73539706]Context
The anti-terrorism standards are one of several regulatory levers that seek to prevent the spread of terrorist material on narrowcast television services. These levers include class licence conditions and classification obligations. This section details the operation and development of the legislative instruments.
[bookmark: _Toc73539707]What the instruments do
The ACMA determined the current anti-terrorism standards under subsection 125(2) of the Broadcasting Services Act 1992 (the BSA) on 29 March 2011. Specifically, the anti-terrorism standards prohibit 3 categories of content: 
content that directly recruits a person to join, or participate in the activities of a listed terrorist
content that solicits funds for or assists in the collection or provision of funds for a listed terrorist  
content that advocates the doing of a terrorist act.
‘Listed terrorist’ is a defined term in the anti-terrorism standards and refers to persons or organisations listed as terrorists under the Schedule to the Criminal Code Act 1995 (Cth) (the Criminal Code).
Application of the anti-terrorism standards is not limited to depictions of terrorist activity, but material that directly counsels, urges, or provides instruction on the doing of a terrorist act or encourages people to join or finance listed terrorists.
There is a general exclusion for content that is included as part of a bona fide news, current affairs or documentary report or comment on a matter of public interest, debate, entertainment, or satire, or that merely provides information about the beliefs or opinions of a listed terrorist. 
Under Part 7 of Schedule 2 to the BSA, compliance with the anti-terrorism standards is a licence condition for subscription and open narrowcasting television services and a breach of that condition is an offence (subsection 139(6) of the BSA).
In the event of a breach of the anti-terrorism standards, the ACMA’s powers under the BSA are to:
issue a remedial direction to the licensee, directing action to ensure that it does not breach the anti-terrorism standards in future (section 141) 
apply to the Federal Court for an order, directing the service provider to cease providing the service (section 144)
apply to the Federal Court for a civil penalty order (Division 2 of Part 14B).
The anti-terrorism standards are also supported by guidelines developed by the ACMA in 2011 to assist licensees in interpreting the effect of provisions. The guidelines define key terminology and provide additional guidance to licensees on how to make an informed assessment of whether programs comply with the standards.
[bookmark: _Toc73539708]Development of the legislative instruments
Instruments in the form of the anti-terrorism standards were first determined on 16 March 2006, following an investigation into an open narrowcast television service known as Television and Radio Broadcasting Services (TARBS) that broadcast programming from an overseas-based channel (Al-Manar Television) into Australia.
While the investigation was terminated before findings were made, owing to the cessation of the TARBS business, it identified that the Al Manar programs included material directed towards soliciting funds and promoting the activities of a terrorist organisation.
In moving to determine standards, the ACMA concluded that existing codes of practice did not provide appropriate community safeguards on this issue and that a standard was required to better protect citizens.[footnoteRef:2] The operation of the anti-terrorism standards was confined to subscription and open narrowcast television as there was no evidence of similar issues in other sectors or services at that time.  [2:  Under section 125 of the BSA, the ACMA may determine program standards if satisfied that there is convincing evidence that a code of practice is not operating to provide appropriate community safeguards.] 

The anti-terrorism standards were remade in 2008 and 2011 with minor amendments. The first change in 2008 followed a recommendation by the then Senate Standing Committee on Regulations and Ordinances that the term ‘terrorist organisation’ be replaced with the term ‘listed terrorist’. The amendment resolved concerns about the difficulty of applying the Criminal Code to determine whether an organisation was a ‘terrorist organisation’. The anti-terrorism standards were again amended in 2011 to prohibit the broadcast of a program that advocates the doing of a terrorist act, in alignment with other legislation.[footnoteRef:3]  [3:  This includes the Criminal Code Act 1995, which covers matters related to national security and violent and abhorrent material, as well as the Classification (Publications, Films and Computer Games) Act 1995.] 

Since the anti-terrorism standards were introduced, community concern about terrorism and seriously harmful material has persisted and counter-terrorism continues to be a priority policy area for the Australian Government. In particular, the online environment has enabled the easy, rapid and extensive dissemination of content and significantly expanded opportunities for the spread of terrorist and other seriously harmful material.[footnoteRef:4]  [4:  Department of the Prime Minister and Cabinet, Review of Australia’s Counter-Terrorism Machinery, 2015, https://www.homeaffairs.gov.au/nat-security/files/review-australia-ct-machinery.pdf] 

Government intervention has sought to prevent and disrupt the dissemination of terrorist and seriously harmful material on the internet. This includes establishing new offences in the Criminal Code relating to the use of carriage services for sharing abhorrent violent material.[footnoteRef:5] [5:  https://www.legislation.gov.au/Details/C2019A00038.] 

[bookmark: _Toc73539709]Regulatory environment
This section discusses key aspects of the anti-terrorism standards while noting the current policy and regulatory environment, followed by questions about their continuing need, operation and effectiveness. 
[bookmark: _Toc73539710]Nature of narrowcast television services
Narrowcast television services cater to specialised interests and generally have narrowly defined audiences. Sections 17 and 18 of the BSA define subscription and open narrowcast television services as those whose reception is limited:
by being targeted to special interest groups
by being intended only for limited locations
by being provided during a limited period or to cover a special event
because they provide programs of limited appeal.
They may also include broadcasting services that comply with any determinations or clarifications under section 19 of the BSA in relation to open narrowcasting services.[footnoteRef:6]  [6:  Section 19 of the BSA provides that the ACMA may determine additional criteria or clarify existing criteria for the purposes of distinguishing between categories of broadcasting services.] 

Subscription narrowcast television services differ slightly in that they are only made available on the payment of subscription fees. 
Open and subscription narrowcast television services operate under class licences. Class licences act as a standing authority for any operator to enter the market and provide a service. They do not involve a formal licence application process or merit assessment (beyond the issue of any relevant transmitter licences). 
Accordingly, there is relatively less direct visibility of the operations of individual licensees as compared to other classes of broadcasting service, where this is a direct licensing arrangement between the individual licensee and the ACMA. There is also no evidence of a strong industry representative or coordinating body across the narrowcasting sector.[footnoteRef:7] [7:  Historically, the Australian Subscription Television and Radio Association (ASTRA) represented open narrowcast television services. Since 2012, noting that it was not aware of any of its members providing open narrowcasting services, ASTRA indicated that it would no longer be an appropriate representative body but would continue to represent subscription television narrowcasters.] 

The circumstances that led to the determination of the anti-terrorism standards in 2006 also continue to be relevant because, in addition to services originating in Australia, a class licence service may be transmitted into Australia via satellite. Narrowcast services, which by their nature are narrowly targeted and offer niche programming, may facilitate the ‘pass-through’ of programs from overseas with limited regulatory oversight. Therefore, it is possible that services provided under a class licence may act as potential conduits for the spread of terrorism material originating overseas.
[bookmark: _Toc73539711]Regulation applicable to narrowcast television services
In addition to the anti-terrorism standards, there are a number of additional and complementary safeguards in place that seek to prevent the spread of extreme and/or terrorist material on narrowcast television, including class licence conditions and code of practice provisions. Classification obligations also apply to content on narrowcast television as set out under relevant licence conditions and code provisions. 
Legislative obligations under the BSA 
Subscription and open narrowcast television services are subject to class licence conditions, as set out in Part 7 of Schedule 2 to the BSA, including a condition requiring compliance with the anti-terrorism standards. Other relevant conditions in Part 7 of Schedule 2 include:
A requirement that a person will not use a broadcasting service in the commission of an offence against another Act or State or Territory law.[footnoteRef:8] [8:  For example, terrorism-related offences in the Criminal Code and incitement to racial offences in section 20D of the Anti-Discrimination Act 1977 (NSW).] 

A prohibition on the broadcast of programs on subscription narrowcast television that have been refused classification (‘RC’) or classified X18+ by the Classification Board.
It is an offence for a person to provide a television narrowcasting service to engage in conduct that breaches a licence condition.[footnoteRef:9]  [9:  Subsection 139(6) of the Broadcasting Services Act 1992 (Cth).] 

Narrowcasters only commit an offence and breach the condition if they intend to use a broadcasting service to commit the offence or are reckless in their knowledge of whether the service is being used to commit the offence. [footnoteRef:10] In most cases, narrowcasters will not have the intention or direct knowledge required for such an offence due to the nature of their services. The service itself is not necessarily directly involved in program production, may acquire content from third parties or may not have viewed the programs it has broadcast.  [10:  Subsection 139(6) of the Broadcasting Services Act 1992 (Cth)] 

The anti-terrorism standards address this gap by holding licensees responsible for the content broadcast, regardless of a narrowcaster’s intention or knowledge about the program content. This is to encourage licensees to set up effective systems for checking programs before they go to air, and in the event of a breach, ensuring there are swift and effective enforcement mechanisms in place.
The licence condition concerning RC content (noted above) applies only to content that has been classified RC by the Classification Board. It does not cover content that would be, or has a substantial likelihood of being, refused classification. 
Co-regulatory codes framework 
Under section 123 of the BSA, representative industry groups develop codes of practice in consultation with the ACMA. Once registered by the ACMA, the subscription and open narrowcasting television sectors must comply with their respective codes. 
Subscription and open narrowcast television services are subject to the Subscription Narrowcast Television Codes of Practice 2013 and the Open Narrowcast Television Codes of Practice 2009. The codes limit the ability of narrowcasters to broadcast views that are likely to perpetuate or provoke intense dislike, serious contempt or severe ridicule against a person or group. They also cover matters such as accuracy and fairness and go further than the relevant licence condition by prohibiting material that would be classified RC if submitted for classification.
At the time of determining the anti-terrorism standards in 2006, the narrowcasting codes were found not to provide appropriate community safeguards on the issue of terrorist material. Determining standards was preferred to amending codes of practice because a standard may enable a greater range of enforcement mechanisms and penalties in the event of a breach. 
The open and subscription narrowcast television codes were last holistically reviewed in 2009 and 2013 respectively.[footnoteRef:11] The codes do not contain specific provisions which go to preventing the broadcast of terrorist material on these services. As such, it would be reasonable to conclude that the codes will continue not to provide appropriate community safeguards on this issue and that standards will continue to be useful in bridging this gap.  [11:  The current ASTRA code review proposes to combine the currently separate subscription broadcast television and subscription narrowcast television codes of practice but otherwise has not flagged incorporating stricter provisions relating to terrorism and other seriously harmful material.] 

[bookmark: _Toc73539712]Issues for comment
The ACMA is seeking comment on the continuing need for the anti-terrorism standards and information that may assist in determining whether the instruments are effective and fit for purpose. Comment is also sought on minor amendments to combine and modernise the instruments in accordance with current drafting practices if they are to be remade. 
The continued need for the standards
In the intervening years since the anti-terrorism standards were first determined in 2006, community concern about terrorist material has continued. In February 2020, the Director-General of the Australian Security Intelligence Organisation (ASIO) delivered the Annual Threat Assessment which highlighted the ongoing threat of terrorist activity in Australia.[footnoteRef:12] In 2021, ASIO announced that the terrorist threat level is at ‘probable’.[footnoteRef:13]  [12:  https://www.asio.gov.au/publications/speeches-and-statements/director-general-annual-threat-assessment-0.html.]  [13:  https://www.asio.gov.au/publications/speeches-and-statements/director-generals-annual-threat-assessment-2021.html.] 

The ACMA is aware of the evolving threat environment and understands the Parliamentary Joint Committee on Intelligence and Security (PJCIS) is currently considering related issues as part of its inquiry into extremist movements and radicalism in Australia.[footnoteRef:14] The inquiry is also considering the operation of current terrorist organisation listing laws. While our preliminary view is that only minor changes are required to the anti-terrorism standards, we recognise that the instruments may need to be considered afresh in light of any recommendations emerging from that process. [14:  The ACMA’s submission to the PJCIS inquiry,  https://www.aph.gov.au/DocumentStore.ashx?id=dd559e49-539b-4df2-8e04-2019076107f6&subId=702965 ] 

Moreover, the 2019 Christchurch terror attack highlighted the ongoing potential for graphic terrorism-related material to be shown on broadcasting and narrowcasting television services and therefore, the need for audiences to be adequately protected.[footnoteRef:15] [15:  ACMA investigation into coverage of the Christchurch terrorist attack, 22 July 2019, https://www.acma.gov.au/publications/2019-09/report/acma-investigation-coverage-christchurch-terrorist-attack.] 

In considering the role of the anti-terrorism standards in the broader context of content regulation, the preservation of program standards dealing with this type of material on narrowcast television may be preferable because: 
Terrorism material is fundamentally harmful and preventing its spread through services previously found to have broadcast such material is of high importance.
The anti-terrorism standards are enforceable via conditions on class licences and in the event of a breach, enable the ACMA to issue a remedial direction to the licensee or apply to the Federal Court for an order that the person cease providing the service.
Complaints may be made directly to the ACMA and be dealt with quickly and with high priority. 
It is important to note that the broader context that may cause this type of content to be broadcast has not changed significantly since the anti-terrorism standards were remade in 2011. The class licensing arrangements and broad code provisions directed at limiting or preventing harmful material from being broadcast on narrowcast television have remained unchanged.
Given the potential harms that may result from the broadcast of this material on subscription and open narrowcast television, and the continuing community concern about terrorism and national security, we consider there is a good case to support remaking the anti-terrorism standards as a single instrument (for simplification and efficiency) with only minor revisions. If these instruments were not remade, there would be limited options for recourse if a narrowcast television licensee decided to broadcast this material which warrants additional protections. 
Question 1
Are the instruments still required?  Why or why not?
Effectiveness and efficiency of the instruments
We are also of the preliminary view that the anti-terrorism standards are clear and easily comprehensible. The provisions are sufficiently broad to allow for a wide range of material to be captured without overstepping their intended purpose. Their application is not limited to depictions of terrorist activity, but any material that directly counsels, urges, or provides instruction on the doing of a terrorist act. 
As noted above – and due to the class-based, rather than individual licensing regime applicable to narrowcasters – the ACMA has limited visibility of specific services currently in operation. 
As of 1 April 2021, the ACMA was aware of 6 services that hold current high-power open narrowcast television apparatus licences. However, this is not necessarily indicative of services currently in operation.[footnoteRef:16] The switch to digital television, restacking of spectrum and government policy interventions have effectively foreclosed open narrowcasting television opportunities in any densely populated areas. Subscription narrowcast television services are represented by ASTRA and generally include individual channels provided through subscription television services (such as Foxtel). [16:  These include apparatus licence holders in the Snowy Mountains, remote WA and remote NT areas.] 

Over the past 10 years, the ACMA has not had cause to conduct any formal investigations into compliance with the anti-terrorism standards. Notwithstanding and, perhaps because of the relative opacity of this sector, the ACMA is of the view that these safeguards, and the serious potential harms they seek to prevent, should be retained.  
Overall, the ACMA considers that the anti-terrorism standards are operating effectively and efficiently and providing appropriate safeguards on an issue not adequately addressed by narrowcast television codes of practice. The ACMA’s preliminary view is that for the purposes of administrative efficiency and simplicity, rather than 2 separate instruments, the anti-terrorism standards should be remade as a single instrument with only minor revisions to align with current drafting practices and existing legislation (see Proposed minor changes to the legislative instruments section in this document).

Question 2
Are the instruments operating effectively and efficiently?
[bookmark: _Proposed_minor_changes][bookmark: _Toc73539713]Proposed minor changes to the legislative instruments
In the event that the anti-terrorism standards are remade in line with the ACMA’s preliminary view, we propose combining the standards into a single legislative instrument for simplification and efficiency. The current instruments, and the provisions therein, are nearly identical. We propose the following minor amendments to give effect to this proposal:
Amending the definition of ‘licensee’ to capture both types of services:
licensee means a person who provides:
(a) a subscription television narrowcasting; or
(b) an open television narrowcasting service 
under a class licence determined under paragraphs 117(c) or (e) of the Act.

Retitling the instrument as the ‘Broadcasting Services (Anti-terrorism Requirements for Television Narrowcasting Services) Standard 2021’. 
A number of other minor amendments are proposed to modernise the instruments in accordance with current drafting practices. These include:
Identifying the enabling legislation in Part 1 under a new ‘Authority’ provision, following the ‘Commencement’ provision.
Replacing the ‘Revocation’ title in Part 1 with a ‘Repeal’ title to reflect the style of similar legislative instruments.
Moving the ‘Object of standard’ and ‘Application’ provisions to Part 2 in line with current practices for drafting legislative instruments.
Moving ‘Definitions’ from Part 2 to Part 1 so that all definitions are presented up front. 
Removing paragraph (b) from the definition of ‘listed terrorist’. Terrorist organisations are no longer listed in the Gazette by the Minister for Foreign Affairs pursuant to section 15 of the Charter of the United Nations Act 1945.
Additionally, a more substantial amendment to section 9 of the anti-terrorism standards is proposed:
Paragraph 102.1(1A)(a) of the Criminal Code includes the words ‘promotes’ and ‘encourages’, in addition to ‘counsels’ and ‘urges’, in the definition of advocating a terrorist act. Section 9A of the Classification (Publications, Films and Computer Games) Act 1995 also reflects this wording. To maintain consistency with these legislative instruments, it is proposed that paragraph 9(3)(a) of the anti-terrorism standards be amended to read ‘it directly or indirectly counsels, promotes, encourages or urges the doing of a terrorist act’. This expands on the current provision by adding ‘promotes’ and ‘encourages’ to the existing words.
The ACMA welcomes views on the proposed amendments including any additional suggestions on how the instruments, if remade, could be further enhanced to align with existing legislation.
Question 3
[bookmark: _Toc69910864]Are the proposed amendments appropriate? Are additional amendments required?

[bookmark: _Toc16685794][bookmark: _Toc73539714]Invitation to comment
[bookmark: _Toc433122131][bookmark: _Toc348105637][bookmark: _Toc300909556][bookmark: _Toc298924673][bookmark: _Toc16685795][bookmark: _Toc73539715][bookmark: _Toc348105638][bookmark: _Toc300909557][bookmark: _Toc298924674][bookmark: _Toc274296357]Making a submission
The ACMA invites comments on the issues set out in this consultation paper. 
Online submissions can be made by uploading a document. Submissions in PDF, Microsoft Word or Rich Text Format are preferred.
Submissions by post can be sent to: 
The Manager
Content and Platform Projects Section
Australian Communications and Media Authority
PO Box 78
Belconnen ACT 2616
The closing date for submissions is COB, Wednesday 21 July 2021.
Consultation enquiries can be emailed to haveyoursay@acma.gov.au 
[bookmark: _Toc348105639][bookmark: _Toc300909558]Publication of submissions
[bookmark: _Toc348105640][bookmark: _Toc300909559][bookmark: _Toc265246234]The ACMA publishes submissions on our website, including personal information (such as names and contact details), except for information that you have claimed (and we have accepted) is confidential. 
Confidential information will not be published or otherwise released unless required or authorised by law.
Privacy
View information about our policy on the publication of submissions, including collection of personal information during consultation and how we handle that information.
Information on the Privacy Act 1988, how to access or correct personal information, how to make a privacy complaint and how we will deal with the complaint, is available in our privacy policy. 
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