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[bookmark: _Toc42713789][bookmark: _Hlk31788668][bookmark: _Toc46735124]Executive summary
The purpose of this compliance program was to determine the level of unlicensed or non-compliant activity in the 5.6 GHz (5.6–5.65 GHz) band in areas around Australia under consideration for expanded point-to-multipoint[footnoteRef:1] (PMP) licensing. A key aspect was considering whether it was unsuitable for Wireless Internet Service Provider (WISP) operations due to congestion in this band.  [1:  A point-to-multipoint station allows communication between one station at a fixed point (the base station) and multiple other stations (remote stations), including supplementary base stations and remote control stations] 

A mobile monitoring methodology was developed and deployed that allowed multiple locations around Australia to be assessed. This monitoring work was followed by targeted data-gathering and compliance activities. 
The key findings from this program of work are:
The highest volumes of unlicensed activity were observed on the Sunshine Coast in Queensland and in northern New South Wales.
Non-compliant operation by a WISP was found to be responsible for most of the unlicensed activity identified on the Sunshine Coast.
Initial investigations identified it was likely that a local WISP was the source of most of the unlicensed activity observed in northern New South Wales, but further investigations were postponed in light of COVID-19 travel restrictions.  
The evidence obtained through this compliance priority activity demonstrates that concerns that congestion in the 5.6 GHz band would make it unsuitable for the operation of PMP services are unfounded.
The mobile monitoring methodology developed for this program is an efficient and effective way to identify ‘hot spots’ of unlicensed activity in the 5.6 GHz band. This allows for a timely, targeted and evidence-based compliance and enforcement response.
This compliance priority program has also delivered a robust methodology that will allow the interference risk posed to PMP licensees in the 5.6 GHz band to be managed efficiently and effectively through the ACMA’s standing compliance and enforcement arrangements in future. 
The compliance and enforcement aspect of the program was partially disrupted by COVID-19 travel restrictions and will be completed once restrictions lift.
[bookmark: _Hlk26868934][bookmark: _Toc46735125]Background
The ACMA is responsible for planning activities to maximise the public benefit of the use of the radiofrequency spectrum and to manage interference between users of that spectrum.
Licensing integrity in the 5.6 GHz band was a focus area in the interference and licensing compliance[footnoteRef:2] program of our compliance priorities for 2019–20.  [2:  The two focus areas of the interference and licensing compliance program were solar inverters and licence integrity. The licence integrity program of work includes 400 MHz and 5.6 GHz band focus areas, which have been reported on separately.] 

The compliance priority was established following stakeholder concerns raised during our consultation about the introduction of planning arrangements to support frequency coordination and licensing of point-to-multipoint (PMP) systems in the 5.6 GHz band (5.6–5.65 GHz).[footnoteRef:3] [3:  www.acma.gov.au/consultations/2019-08/point-multipoint-apparatus-licensing-56-ghz-band-consultation-132018] 

A key aspect of the proposed arrangements were considerations around relocating incumbent PMP licensees, which are mainly WISPs, from the 3.6 GHz band to the 5.6 GHz band. Concerns were raised that there was significant non-compliance in the 5.6 GHz band, and that it was therefore unsuitable for WISP operations. 
Building on work undertaken in 2018–19 to design and implement a robust data-gathering work program comprising monitoring and in-field compliance actions, the 5.6 GHz compliance priority project was designed to provide valuable intelligence about the current use of the band and potential harmful interference risks to PMP licensees relocating to the 5.6 GHz band.
This compliance priority is a continuation of a priority compliance area in the 2018–19 financial year. To provide a full account of the program of work, this report includes the work undertaken across the entire two-year period.  
[bookmark: _Toc46735126][bookmark: _Toc16685785]Methodology 
[bookmark: _Toc46735127]Development of new mobile monitoring methodology 
A mobile monitoring methodology suitable for the 5.6 GHz band was developed and tested for this compliance priority program. Monitoring equipment was installed in a vehicle, with an omnidirectional antenna on the vehicle roof. As the vehicle was driven through the identified areas of interest, it captured spectrum waterfall data, which was uploaded to a server. Any signals of interest could be traced back to a date, time, and location. The measurement system also allowed the signal strength of any detected signals to be plotted on a street map using a colour scale, making it easy to identify areas of interest (example shown in Figure 1). 
As the mobile monitoring technology and methodology was new, the results were cross-checked using established static monitoring techniques, with a directional high gain antenna at a height of 10m, being turned through 360 degrees.
Screenshot of signal strength measurements overlayed on a map of the Sunshine Coast
Yellow/orange areas = high volume of unlicensed signal levels
Dark blue = the route driven
[image: ]

[bookmark: _Toc46735128]Areas of interest identified for monitoring
Five geographical areas were selected for monitoring, on the basis that:
there were high numbers of existing 3.6 GHz PMP licensees[footnoteRef:4] in the area [4:  Mainly WISPs.] 

it was a location where 5.6 GHz PMP licences could be issued. 
Map showing current PMP licences in the 5.6 GHz band (pink triangles), existing 3.6 GHz licences (blue dots) and areas in which 5.6 GHz PMP licences can be issued (beige area)
[image: ]
The following areas were targeted:
east/south-east South Australia
northern Tasmania
western Victoria
Sunshine Coast, Queensland
northern New South Wales.
[bookmark: _Toc46735129]Unlicensed signals detected
Table 1 contains a summary of the findings from this program of monitoring work (conducted in December 2018/January 2019).
Locations and results of 5.6 GHz monitoring 
	Area
	Specific towns
	Unlicensed signals detected

	East/south-east
South Australia
	Murray Bridge, Ardrossan, Maitland, Nuriootpa, Blanchetown, Waikerie, Loxton, Bookpurnong, Berri, Renmark, and Paringa
	Possible unlicensed signals were detected at 11 measurement points across the area


	Northern Tasmania
	Devonport, Ulverstone, Penguin, Burnie, Launceston
	Multiple possible unlicensed transmissions detected in Burnie and Devonport (exact amount not specified) 
Two possible unlicensed transmissions detected in Launceston[footnoteRef:5]  [5:  This was the first area visited by the monitoring team, so the results were captured slightly differently than the other areas.] 


	Western Victoria
	Camperdown, Terang, Warrnambool, Port Fairy, Portland
	Possible unlicensed signals were detected at six measurement points across the area

	Sunshine Coast, Queensland
	Noosa Tewantin, Eumundi/Peregian Springs, Coolum/Mudjimba, Buderim/Maroochydore/Wurtulla, Moffatt/Caloundra/Pelican Beach/Little Mountain
	Possible unlicensed signals were detected at 40 measurement points across the area 



	Northern New South Wales
	Pottsville/Casuarina, Byron Bay, Ballina, Lismore
	Possible unlicensed signals were detected at 42 measurement points across the area (there was also a report based on Tweed Heads that was conducted in addition to the sites originally identified)


[bookmark: _Toc46735130]Field intelligence-gathering work
The monitoring data provided valuable insight into the volume of non-compliant activity in key areas for potential 3.6 GHz to 5.6 GHz PMP transition. However, it could not reveal the type of service being operated or if the transmissions were being caused by one non-compliant user or many. To gain further insights, in February and March 2019, we conducted a program of in-field intelligence-gathering work in northern New South Wales and the Sunshine Coast in Queensland. These locations were chosen due to the high volumes of non-compliance observed in these areas. 
Table 2 provides a summary of the findings from the in-field intelligence-gathering work.
Findings of in-field intelligence-gathering work conducted in February and March 2019 
	Area
	Findings

	Northern New South Wales
Field work conducted
18–20 February 2019
	We did not identify any unlicensed operation that had not been identified in our previous monitoring work.
All detected activity in the northern NSW area was from the provision of wireless internet services.
Most unlicensed activity was being generated by one WISP operating services in the area. It was recommended that compliance and enforcement action be initiated in relation to this WISP. 

	Sunshine Coast
Field work conducted
12–14 March 2019
	Infrastructure linked to unlicensed activity was traced back to two (unrelated) Sunshine Coast-based WISPs. One had significant infrastructure operating within 5.6–5.65 GHz. It was recommended that compliance and enforcement action be initiated in relation to this WISP.
One unlicensed signal identified was traced to a system providing wireless internet services to a school that had engaged an IT services company to provide wi-fi capability. 



[bookmark: _Toc46735131]Compliance action 
[bookmark: _Toc46735132]Compliance and enforcement plan
The recommendation from the initial program of work was to take compliance action against the identified non-compliant WISPs in northern NSW and on the Sunshine Coast, in line with our compliance and enforcement policy.
A compliance and enforcement plan was initiated, comprising: 
contacting the two non-compliant WISPs identified during monitoring and field intelligence-gathering work conducted the previous year and, if indicated, taking enforcement action to achieve compliance
conducting data gathering and compliance work in other locations where lower levels of non-compliance were identified through the previous monitoring work conducted in 2018–19, where feasible 
using the information gained through this work to develop education and awareness messaging and identifying appropriate forums to communicate this information.[footnoteRef:6]  [6:  Such as the WISPAU forum.] 

[bookmark: _Toc46735133]Implementation
In early March 2020, the ACMA conducted further in-field data-gathering work on the Sunshine Coast. In the initial monitoring work, the unlicensed signals at sites between Caloundra and Maroochydore[footnoteRef:7] were linked to the operation of a local WISP. The further data-gathering work found high levels of unlicensed activity remained at these sites, suggesting that the local WISP continued to operate unlicensed services in the 5.6 GHz band.[footnoteRef:8]  [7:  Maroochydore had a particularly high density of unlicensed activity.]  [8:  The signal landscape observed at the sites visited in March 2020 matched the signal landscape observed during the original data-gathering activity.] 

Based on these findings, the ACMA contacted the identified WISP, which immediately took action to become compliant. The WISP subsequently advised that seven sites from Maroochydore to Pelican Waters, which had been programmed to operate as a group, were found to be operating unlicensed in the 5.6 GHz band. To resolve the non-compliance, the WISP advised that the impacted sites were reprogrammed into class licence bands, automatic frequency selection was disabled, and the sites were reprogrammed so they no longer operated as a group. 
We determined that the most appropriate option to conclude the compliance action was to issue the identified WISP with a warning notice. In reaching this decision, we considered that the WISP: 
cooperated with our enquiries
demonstrated a comprehensive understanding of its regulatory obligations overall and acted promptly to resolve the non-compliance once made aware of it 
did not obtain commercial advantage by operating unlicensed.
Additional mobile monitoring conducted in early June 2020 confirms the 5.6 GHz signal landscape in the Sunshine Coast area has altered, confirming that the identified WISP has responded appropriately and is now operating in compliance with the provisions of the relevant class licence. Figure 3 shows visible changes in the unlicensed signal activity observed in the Warana area before, and after, compliance action.
Signal map of the Warana area before (left) and after (right) compliance action—the orange/red hot spot of unlicensed activity has disappeared in the ‘after’ image
 [image: ]  [image: ]
[bookmark: _Toc46735134]Impact of COVID-19
Plans to attend northern NSW were developed in accordance with the compliance and enforcement plan, subject to easing of travel restrictions.
The other areas of interest targeted during the initial monitoring also required significant travel by ACMA field staff to undertake effective monitoring and compliance action. The low levels of non-compliance found in these areas during the initial monitoring work meant further compliance action in these areas was considered a lower-priority component of the compliance and enforcement program. 
[bookmark: _Toc46735135]Results 
Three key findings emerged from this program of monitoring and compliance work: 
WISPs operating unlicensed in the 5.6 GHz band were responsible for most of the unlicensed activity detected in the two geographical areas where the highest volumes of unlicensed signals were observed.[footnoteRef:9] The unlicensed activity of a WISP operating on the Sunshine Coast in Queensland has been resolved through compliance and enforcement action. Compliance and enforcement action in relation to the unlicensed activity of a WISP in northern NSW will recommence as soon as COVID-19 travel restrictions are lifted. [9:  Northern New South Wales and the Sunshine Coast—refer Table 1.] 

The low levels of unlicensed signals observed in the remaining geographical areas where monitoring was conducted[footnoteRef:10] suggests that concerns that congestion in the 5.6 GHz band make it unsuitable for PMP licensing are unfounded.  [10:  Western Victoria, northern Tasmania, and south/south-east South Australia—refer Table 1.] 

The mobile monitoring methodology developed for this program is an efficient and effective way to identify ‘hot spots’ of unlicensed activity in the 5.6 GHz band. This allows for a timely, targeted and evidence-based compliance and enforcement response.

[bookmark: _Toc46735136]Summary
Despite the impact of COVID-19 late in the program, the compliance priority program work has successfully met the program aim to provide intelligence about the current use of the 5.6 GHz band and associated risks of harmful interference – particularly in the areas where there a number of 3.6 GHz PMP licencees. 
Concerns that congestion in the 5.6 GHz band make it unsuitable for the operation of PMP services were proven to be unfounded
A WISP local to the Sunshine Coast was found to be responsible for most of the unlicensed activity observed in this area. This non-compliance was successfully addressed through compliance and enforcement action. Compliance staff will complete the intended compliance and enforcement action to resolve the non-compliance identified in Northern New South Wales as soon as COVID-19 restrictions allow.
The broader program of work that the compliance program was originally designed to support is ongoing, and further monitoring and compliance work is integral to its success. The methodology developed and tested through this compliance priority program has positioned the ACMA to take timely and targeted monitoring and compliance action to identify and address any further unlicensed activity in the 5.6 GHz band. 
Regardless of the approach the ACMA settles on for PMP licensing in the 5.6 GHz band, any unlicensed operation in this band poses the risk of interference to any new PMP licensees. The insights gained through this compliance priority program are such that these risks can now be managed efficiently and effectively through the ACMA’s standing compliance and enforcement arrangements. 
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