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[bookmark: _Toc39570961]Executive summary 
In the Five-year spectrum outlook 2019–23, we committed to a review of prohibition declarations and exemption determinations. This paper is the first part of that review. The prohibition and exemption framework comprises provisions under the Radiocommunications Act 1992 (the Act), administered by the Department of Infrastructure, Transport, Regional Development and Communications (the Department), and legislative instruments and statutory decisions made by the ACMA under the Act.
The exemption regime comprises two types of exemption from the Act. The first type are statutory exemptions, where the Act does not apply to a range of people, such as members of the Defence Force, in certain circumstances. The second type are exemptions made by the ACMA, which involve the ACMA exercising its statutory authority to determine, by legislative instrument, that Parts of the Act do not apply to a narrow class of people in specified circumstances. 
The prohibition regime involves the ACMA exercising its power under the Act to prohibit specified devices—that is, to ban and make it illegal to possess, supply or operate those devices. 
In practice, the prohibition regime protects consumers, businesses, and network and service providers from the potentially adverse effects of devices designed or likely to cause interference to radiocommunications; the exemption regime facilitates a range of safety, security, law enforcement and defence outcomes that can only be achieved using devices that would otherwise be prohibited. 
We are approaching the prohibition and exemption regimes as a single framework because, in practice, the regimes interact and inform one another. The effectiveness of the prohibition and exemption framework is, like other regulatory frameworks, influenced by the environment within which it interacts. That environment is increasingly characterised by rapid technological change.
We are exploring new ways of addressing current and future challenges associated with new and changing capabilities of radiocommunications devices and the operation of those devices by a wide range of public, private and commercial users.
Additionally, a number of instruments under the prohibition and exemption framework will sunset and be automatically repealed in 2023, including one of the two prohibition declarations. Other instruments under the framework will sunset in 2025. By that time, these instruments will have been in force for over a decade—a substantial period in a fast-paced and dynamic technology and industry context. In our view, it is useful to consider the scope and operation of these sunsetting instruments within the broader review of the prohibition and exemption framework.
It is timely to ask stakeholders about emerging technologies, changing policy and operational requirements, and the impacts that the framework has on their activities—be they business, consumer, or related to government operations. 
This paper identifies high-level issues relevant to the scope and operation of the prohibition and exemption framework. We are inviting submissions that will help us build an evidence base, understand the technology and industry developments and risks, and inform our next steps. 
Any changes to the framework would need to be carefully considered, and we will discuss submissions and policy proposals with the Department.
In the interim, we intend to use existing regulation to respond to the current needs of stakeholders. 
In releasing this issues paper, we have simultaneously initiated public consultation on two immediate uses of existing regulatory arrangements, and are seeking views on proposals to:
facilitate trials of radionavigation-satellite service (RNSS) repeaters to provide Global Positioning System (GPS) coverage in tunnels across the road network, which involves a proposal to amend the Radiocommunications (Prohibited Device) (RNSS Jamming Devices) Declaration 2014
make an exemption determination in favour of Australian police so they can use drone jamming devices to deal with drone security and safety threats.
[bookmark: _Toc433122125][bookmark: _Toc39570962]Issues for comment
The ACMA invites comments on the issues set out in this consultation paper:
1. What changes in technology, and developments in the communications and broader environment, are likely to put pressure on the prohibition and exemption framework? 
2. In what ways is the prohibition regime not performing optimally?
3. Are there devices currently not prohibited that should be?
4. Are there devices currently prohibited that should not be? 
5. What additional measures could the ACMA take to provide transparency and predictability in relation to exemption determinations?
6. How could the ACMA consider facilitating use of meritorious, low risk, and outlier devices and applications in lieu of exemption determinations?
7. Is the range of activities that may be exempted from Parts of the Act fit for purpose?
8. Is the range of people to whom the exemption regime may apply fit for purpose?









[bookmark: _Toc39570963]Context for review
[bookmark: _Toc39570964]Regulatory context
The Act covers the management of the radiofrequency spectrum. It broadly requires that radiocommunications devices must be licensed, that such devices and other equipment must comply with technical regulation, and that these devices and equipment must not cause interference (Parts 3.1, 4.1 and 4.2 of the Act, respectively). The Act acknowledges that lifting these requirements may be justified in some scenarios. It does so by providing both legislative exemptions (sections 24, 25 and 26 of the Act),[footnoteRef:2] and by empowering the ACMA to exercise its statutory authority to make exemption determinations under section 27 of the Act. [2:  Section 23 also provides that the Act does not apply to certain foreign space objects, vessels and aircraft.] 

Sections 24, 25 and 26 mean that the Act or specified parts of the Act (Parts 3.1, 4.1 and 4.2), do not apply generally, or in certain circumstances, to the Defence Force, the Department of Defence and certain other agencies, such as the Australian Security Intelligence Organisation. Under subsection 27(2) of the Act, the ACMA may, by legislative instrument, determine exemptions for people broadly performing functions related to national defence and security, law enforcement and emergency services. 
The Act also acknowledges that there may be devices designed, or likely to cause, interference to radiocommunications, or likely to have an adverse effect on the health or safety of persons.[footnoteRef:3] Section 190 of the Act empowers the ACMA to make prohibition declarations that make it an offence to operate or supply, or possess for the purpose of operating or supply, specified prohibited devices. The ACMA has made two such prohibition declarations: the Radiocommunications (Prohibition of PMTS Jamming Devices) Declaration 2011 (PMTS Jamming Device Prohibition) and the Radiocommunications (Prohibited Device)(RNSS Jamming Devices) Declaration 2014 (RNSS Jamming Device Prohibition). These devices are also currently prohibited imports under customs regulations. [3:  Although the motivations of people seeking to use jamming devices are varied and complex, ‘Illegal jamming of both cellular spectrum and GPS spectrum is an unfortunate growing trend in industrialised countries. While the sociology of this jamming is complex, a key motivator seems to be perceptions in society that some of today’s wireless technology […] is seen by others in our communities as invading personal privacy. (Jamming motivated by direct personal gain, on the other hand, appears to be rare.)’ Marcus, M. J. (2014). Spectrum Policy Challenges of UAV/Drones [Spectrum Policy and Regulatory Issues]. IEEE Wireless Communications 21: 5, p. 8. ] 

In practice, exemption determinations facilitate use of devices prohibited by the ACMA under subsection 190 of the Act—public mobile telecommunications service (PMTS) jamming devices (that is, mobile phone jammers) and radionavigation-satellite service (RNSS) jamming devices (that is, GPS jammers). 
We are approaching the prohibition and exemption regimes as a single framework because in practice, the two regimes work together. This can be viewed by reference to the Radiocommunications (Prohibited Devices) (Use of Electronic Counter Measures for Bomb Disposal Activities) Exemption Determination 2010 (the ECM Exemption). The two prohibition declarations work to prevent the entry of mobile phone and GPS jamming devices into Australian supply chains; the ECM exemption has the practical effect of authorising importation and use of ECM devices—which may be mobile phone or GPS jamming devices—to facilitate bomb disposal operations by police.
[bookmark: _Toc39570965]Impetus for review
[bookmark: _Toc39570966]Changes in technology and industry environment
Given the dynamic technology and industry environment that the ACMA regulates, it is notable that the two prohibition declarations have remained relatively static for some time. The PMTS Jamming Device Prohibition was made in 2011. It repealed the ‘Mobile Phone Jammer Prohibition’,[footnoteRef:4] and significantly broadened the range of devices covered by the prohibition by not restricting application of the instrument to devices operating on specified frequency bands. When it replaced its 2004 precursor instrument, the RNSS Jamming Device Prohibition did not undergo any substantive change.  [4:  Notification that the Australian Communications and Media Authority prohibits the operation or supply, or possession for the purpose of operation or supply, of specified devices.] 

The scope of the relevant exemption and prohibition provisions in the Act has been unchanged since the Act began in 1992 and is relatively unchanged from the Radiocommunications Act 1983.
Given the changes and advancements made across the communications and other sectors since, we consider it useful to ask whether the range of devices to which prohibition declarations apply remain appropriate. Most of the instruments under the framework will sunset over the next few years, and we consider that a thematic review of these instruments should take place within a broader review of the framework in which they operate.
Stakeholders are approaching us about exemptions more frequently, and for a wider range of activities. Some of these approaches involve devices that may not be expressly contemplated by either of the two prohibition declarations, or involve a beneficial use of prohibited devices. 
Stakeholders have also noted that the number and frequency of exemption determinations is growing.[footnoteRef:5] While there is a wide range of factors contributing to this, one outcome has been a perception held by some stakeholders that the exemption framework, as well as the ACMA’s approach to it, could be improved.[footnoteRef:6]  [5:  See AMTA submission to IFC4/2019 at https://www.acma.gov.au/consultations/2019-08/proposed-exemption-facilitate-australian-federal-police-afp-use-drone-jamming-devices-consultation-042019.]  [6:  See AMTA and Optus submissions to IFC4/2019 at https://www.acma.gov.au/consultations/2019-08/proposed-exemption-facilitate-australian-federal-police-afp-use-drone-jamming-devices-consultation-042019. ] 

These observations have prompted us to seek views from stakeholders on ways in which the prohibition and exemption framework could be more optimally configured to deliver broader and more targeted benefits.
[bookmark: _Toc39570967]Overinclusivity and underinclusivity
Changes in the technology and industry environment can mean that, over time, aspects of regulatory frameworks can potentially become overinclusive or underinclusive.  
Overinclusivity
Overinclusivity is a source of regulatory inefficiency where, over time, the scope of legislation or regulation expands to encompass activities that were not initially contemplated or intended.[footnoteRef:7] Overinclusivity may be brought about by changes in technology, the market or in government policy.  [7:  Similarly understood as ‘Progressive expansion in the coverage of a regulation over time,’ leading to a scenario where regulations ‘catch more activity than originally intended.’ Productivity Commission (2006), Rethinking Regulation: Report of the Taskforce on Reducing Regulatory Burden on Business, p. 19 & iii.] 

Regulations that are overly inclusive can become difficult and costly for regulated entities to interpret and apply, and can potentially stifle the development and deployment of innovative technologies, or prevent achieving other commercial and public purpose outcomes. 
In the prohibition and exemption framework context, for example, overinclusivity can hamper the delivery of valuable services (such as the deployment of RNSS repeaters) or the use of beneficial devices (such as pseudolites—see below).
Underinclusivity
Underinclusivity involves regulations that, over time, may no longer comprehensively identify and capture the range of intended behaviours and activities. Underinclusive regulations can result in certain harms not being effectively identified and treated.
There may be transaction, decision and error costs associated with under- and overinclusivity for regulators and for regulated entities alike. Error costs can be understood as the social losses from both ‘false negatives’ (failure to restrict undesirable activities) and ‘false positives’ (incidentally restricting desirable activities). Decision costs can be understood as costs incurred by regulators and regulated entities in developing, interpreting, and complying with rules that, while intended to be nuanced and to reduce errors, can become overly complex in the process.[footnoteRef:8] [8:  See Lambert, T. A. (2017), How to Regulate: A Guide for Policymakers. Cambridge: Cambridge University Press.] 

In the discussion below, we have identified a range of devices (for example, wi-fi jamming devices) that are not expressly prohibited by the existing prohibition declarations, and set out some of the issues surrounding the regulatory status of these devices.
	[bookmark: _Hlk14768666]Issue for comment
1. What changes in technology, and developments in the communications and broader environment, are likely to put pressure on the prohibition and exemption framework?


[bookmark: _Toc39570968]Sunsetting instruments
As legislative instruments subject to the Legislation Act 2003, prohibition declarations and exemption determinations are automatically repealed (sunsetted) 10 years after being registered (although some instruments are in force for a shorter, specified period) on the Federal Register of Legislation. 
Most instruments made by the ACMA that comprise the prohibition and exemption framework for PMTS jamming devices were due to sunset in 2020 or 2021. However, under section 51A of the Legislation Act, the Attorney-General may align sunsetting of instruments to facilitate an efficient and effective thematic review into the fitness-for-purpose of instruments relevant to a particular industry, enabling Act or theme.[footnoteRef:9] Instead of expiring in 2020 and 2021, the Legislation (Radiocommunications Instruments) Sunset‑altering Declaration 2018, made under subsection 51A(1) of the Legislation Act, enables the following instruments to expire on 1 April 2023: [9:  See https://www.legislation.gov.au/Details/F2018L00186/Explanatory%20Statement/Text.] 

One prohibition declaration:
PMTS Jamming Device Prohibition. 
Three exemption determinations (one of which is supported by an advisory guideline, made under section 262 of the Act):
ECM Exemption, supported by the Radiocommunications Advisory Guidelines (Use of Electronic Counter Measures for Bomb Disposal Activities) 2010 
Radiocommunications (PMTS Jamming Devices – Visiting Forces and Suppliers) Exemption Determination 2011 
Radiocommunications (Public Mobile Telecommunications Services Surveillance Device) Exemption Determination 2011. 
Instruments relating to RNSS jamming devices—the RNSS Jamming Device Prohibition and the Radiocommunications (Prohibited Device) (RNSS Jamming Devices) Exemption Determination 2014—will expire in 2025.
[bookmark: _Toc39570969]Prohibition regime
[bookmark: _Toc39570970]Legislative framework
The Act enables the ACMA to regulate devices to manage risks associated with interference to radiocommunications, human exposure to emissions and, overall, optimise use of spectrum. Operation of all radiocommunications devices is subject to the requirement that radiocommunications devices must be licensed (subsection 46(1) of the Act). Subsection 47(1) of the Act also makes it an offence to possess an unlicensed radiocommunications devices for the purpose of operating the device. Radiocommunications devices, and other pieces of electronic equipment that are not radiocommunications devices, are subject to a range of regulatory provisions that may require compliance with standards and labelling notices (Part 4.1 of the Act).
Under subsection 190(1) of the Act, the ACMA may declare that operation or supply, or possession for the purpose of operation or supply, of a specified device is prohibited. Under subsection 190(2), the device must be a device that is designed to have an adverse effect on radiocommunications; or would be likely substantially to interfere with radiocommunications or disrupt or disturb radiocommunications in any other way; or is a radiocommunications transmitter, or a radiocommunications receiver, that would be reasonably likely to have an adverse effect on the health or safety of persons.[footnoteRef:10] Under subsection 190(1) the ACMA has made the RNSS Jamming Device Prohibition and the PMTS Jamming Device Prohibition. [10:  Such persons include those who work on the device, or use services supplied by means of the device, or are reasonably likely to be affected by the operation of the device.] 

The RNSS is a system of satellites which, together with supporting infrastructure, provide accurate positioning, velocity and timing data. The most well-known RNSS system is the GPS. An RNSS jamming device is one that is designed to have an adverse effect on radiocommunications, and would be likely to substantially interfere with, disrupt or disturb radiocommunications, transmitted on RNSS frequencies.
A PMTS jamming device is commonly known as a mobile phone jammer. A PMTS jamming device is one that is designed to have an adverse effect on radiocommunications, or would be likely substantially to interfere with, disrupt or disturb radiocommunications, and operates within one or more frequency bands used for the supply of a PMTS.
Pursuant to subsection 191(1) of the Act, the RNSS and PMTS Jamming Device Prohibitions set out the reasons why the ACMA has prohibited these devices.
Under subregulation 4(2) of the Customs (Prohibited Imports) Regulations 1956, the importation of specified items is prohibited. The specified items (item 11 of Schedule 3 to the Regulations) include devices prohibited by section 190 of the Act, and these devices must not be imported unless they are imported by a person whose acts or omissions relating to the devices are exempt from section 189 of the Act under a determination made under subsection 27(2) of the Act.
[bookmark: _Toc39570971]Issues
[bookmark: _Toc39570972]Black letter law
The use of prohibition declarations is a black letter law approach. Black letter law approaches broadly involve the use of legislation, regulation and other constructs that have a legal force and are imposed and enforced by governments or regulators. Black letter law is typically justified where industry cannot control a risk itself, there is a strong need to protect the public or industry from certain harms, and where compliance action requires a robust legal foundation. 
On the one hand, black letter law can provide clear rules and expectations, with effective and significant sanctions commensurate to potential harm. On the other, black letter law can be inflexible, and provides little discretion in an environment that is subject to rapid and significant change.
The approach provided for under the Act is device-specific—this means the ACMA cannot make a prohibition declaration that applies to a prohibited device only in certain contexts, but not others. 
For example, the ACMA cannot make a prohibition declaration that does not apply to PMTS or RNSS jamming devices that are possessed or operated in a manufacturing process. This is because prohibition declarations apply to the possession, operation and supply of PMTS and RNSS jamming devices in all circumstances, regardless of context.
Nonetheless, the prohibition regime can be subject to demands more commonly associated with ‘day-to-day’ spectrum management activities—that is, the need for a more responsive framework that provides the right balance between managing the risks associated with the use of jamming devices, against the flexibility to facilitate new, or low risk, technologies and applications.
[bookmark: _Toc39570973]Underinclusivity
The prohibition framework (encompassing the customs regulations) works to prevent specifically prohibited devices from entering Australian supply chains— possession for the purpose of operation or supply of the prohibited device is prohibited.[footnoteRef:11]  [11:  This is different to subsection 47(1) of the Act, which states that possession of an unlicensed radiocommunications device for the purpose of operation is an offence, but does not state that possession for the purpose of supply is an offence.] 

As part of this issues paper, we are interested in views on where the prohibition regime may be underinclusive. 
Devices designed to interfere with wi-fi and other class licensed services
A number of submissions to the 2010 review of the Mobile Phone Jammer Prohibition (the precursor instrument to the PMTS Jamming Device Prohibition) expressed the view that wi-fi should be a service covered by the PMTS Jamming Device Prohibition, or that wi-fi jamming devices should be prohibited under a separate prohibition declaration. Some stakeholders also expressed the view that the prohibition regime should be expanded to cover jamming devices that may adversely affect all licensed radiocommunications services.
Submissions to the 2010 review of the Mobile Phone Jammer Prohibition noted the role that class-licensed devices were playing in enabling innovation and broader social and economic connectivity, and that wi-fi was becoming more and more ubiquitous. At that time, it was noted that wi-fi was also serving an offloading function to improve cellular network capacity. In making the PMTS Jamming Device Prohibition, the ACMA noted that there was limited evidence to support expanding the scope of the prohibition to include all wireless access services. The ACMA noted that the nature of fixed wireless access services authorised by a class licence (for example, wi-fi devices as authorised under the Radiocommunications (Low Interference Potential Devices) Class Licence 2015 (the LIPD Class Licence) is that they are operated on a ‘no protection’ basis. [footnoteRef:12] The ACMA’s view at the time was that this meant there could be no expectation of service continuity, nor could these services be seen as a direct substitute for PMTS.  [12:  Under the ACMA’s ‘no protection’ policy, devices operating under the LIPD class licence are not afforded protection from interference that may be caused by industrial, scientific and medical (ISM) applications in the ISM bands. This policy is consistent with the requirements of international footnote reference 150 in Part 4 of the Australian Radiofrequency Spectrum Plan 2017.] 

Since 2010, wi-fi has continued to evolve and is increasingly a complementary network to cellular networks.[footnoteRef:13] Applications and services like wi-fi calling and wi-fi hotspots are increasingly prevalent. The reliance on ‘no interference, no protection’ services facilitated by class licensing arrangements is not exclusive to wi-fi, with machine-to-machine (M2M) and Internet of Things (IoT) deployments also looking to unlicensed bands to facilitate their operation.[footnoteRef:14] Furthermore, there are devices whose primary purpose is related to safety that are operating under class licences—prominently, intelligent transport system (ITS) devices under the Radiocommunications (Intelligent Transport Systems) Class Licence 2017. While these deployments assume operation in a congested and noisy radiocommunications environment, they do not necessarily expect deliberate interference from jamming devices. [13:  See Cisco (2019), Cisco Visual Networking Index: Global Mobile Data Traffic Forecast Update, 2017–2022 and Mazar, H. (2016), Radio Spectrum Management: Policies, Regulations and Techniques. West Sussex: Wiley, p. 98, and ACMA (2019), Five-year spectrum outlook 2019–23, p. 21.]  [14:  See Chapter 1 and Part III of Cave, M. & Webb, W. (2015). Spectrum Management: Using the Airwaves for Maximum Social and Economic Benefit. Cambridge: Cambridge University Press.] 

Prohibition declarations have been used to manage risks to services that are regarded as economically and socially critical, or are relied upon for safety, security or strategic outcomes. Traditionally, class-licensed services have not been relied upon in this way, with the adverse effects of congestion and varying levels of service quality being trade-offs associated with the benefits of class-licensing (which include no licence taxes or charges). Wi-fi is increasingly a free service (for example, in shopping centres) but is also increasingly relied upon in the workplace.
However, the ACMA does not have any clear available data to indicate that jamming devices are adversely affecting the quality of wi-fi and other class-licensed services. It is expected that because people deploying radiocommunications services under class licences should do so with regard to the ‘no protection’ policy, there is a good understanding that the relevant frequency bands should not be exclusively relied upon for safety and security-critical services. This likely reduces the type and scope of harms that a jamming device operating in these bands could provoke.[footnoteRef:15] [15:  See https://www.acma.gov.au/consultations/2019-08/proposed-exemption-facilitate-australian-federal-police-afp-use-drone-jamming-devices-consultation-042019.] 

The ‘no interference, no protection’ policy does not mean that there are no regulatory consequences associated with deliberately causing interference to class-licensed services. However, in practice, the costs and potential ‘false positives’ associated with prohibiting devices expressly designed to cause interference to wi-fi and other class-licensed services may not be outweighed by the outcomes achievable by remedial action deployed as required.
[bookmark: _Toc39570974]Overinclusivity
The prohibition regime takes as its starting point that any device designed or likely to cause interference is detrimental to the effective operation of radiocommunications, and therefore should be prohibited.
For example, in setting out the reasons for the prohibitions, the PMTS Jamming Device Prohibition notes that ‘there are few legitimate uses for such devices’; the RNSS Jamming Device Prohibition notes that ‘the radiocommunications use of a RNSS jamming device serves no legitimate purpose’. For that reason, on balance, the prohibition regime takes a pre-emptive approach as the most efficient and effective way to manage risks and potential harms associated with use of devices designed or likely to cause interference.
As part of this review, we are seeking to identify whether and where the prohibition regime might be inadvertently stopping activities, outcomes, devices or applications that might be beneficial. 
In most cases, we expect that this will be a result of particular scenarios that were not considered by the Act or by prohibition declarations, or where changes in technology and in the market have expanded the application of the regime.
Prohibiting the supply and operation of specified jamming devices generally presumes that commercial activity surrounding prohibited devices can be nefarious, or result in disruptive or unacceptably risky use. However, the ACMA is occasionally approached by entities seeking to develop, test and supply prohibited devices for a range of reasons, including for manufacture and supply to international and domestic users. Unlike the standards regime under Part 4.1 of the Act, which contains some general exemptions for the supply of non-standard devices used solely outside of Australia, the possession, supply and operation of prohibited devices can only be authorised by the exemption regime, which applies to a narrow range of people. Accordingly, if the ACMA makes a prohibition declaration for a specified device, this largely precludes activities that include domestic manufacturing, testing and development of such devices.
Changes in technology and the market have also produced a set of circumstances where the prohibition declarations capture a wide range of devices. 
Unlike the precursor instrument (the Mobile Phone Jammer Prohibition) that specified frequency bands, the PMTS Jamming Device Prohibition relies on the definition of a public mobile telecommunications service in section 32 of the Telecommunications Act 1997. This broad, technology-neutral service construction was intended to keep pace with technological change, rather than to target particular technologies (for example, 4G or 5G) that use PMTS, taking into account the dynamic nature of spectrum use. This was intended to ensure that, if PMTS operated in different or additional frequency bands in the future, the prohibition would have sufficient flexibility to accommodate such changes.[footnoteRef:16]  [16:  See https://www.legislation.gov.au/Details/F2011L00346/Explanatory%20Statement/Text.] 

The application of the RNSS Jamming Device Prohibition is also expansive. The RNSS includes GPS, which is used for a wide range of military and civilian applications, including air traffic management systems, in-car navigation, maritime navigation, agricultural machine guidance and yield monitoring, land surveying, natural resource management, asset management, ITS, mining and emergency services. GPS is also used for timing determination for communications, banking, commerce, manufacturing and the internet. 
There are benefits associated with protecting services that rely on the RNSS and PMTS, but by prohibiting RNSS and PMTS jamming devices in service-level terms, the prohibition declarations may also affect specific types of devices not initially covered by the respective declarations. For example, some counter-drone devices can satisfy one or both of the definitions of a PMTS jamming device and a RNSS jamming device under the respective prohibition declarations. However, because drones and counter-drone devices can operate on a range of non-PMTS and RNSS frequencies, there may be value in a separate, more targeted regulatory intervention for these devices. 
[bookmark: _Toc39570975]Facilitating meritorious or low-risk devices and applications
There are a range of devices and applications that have a ‘jamming’ function, but are expressly designed, or likely to have a beneficial purpose. These include:
PMTS jamming devices on aircraft
Currently, sections 6 and 7 of the PMTS Jamming Device Prohibition work to enable the operation, possession and supply of PMTS jamming devices that are part of systems that provide carriage services on board an aircraft in non-spectrum licensed space (the devices operate under apparatus licences). To facilitate this, an amendment to the PMTS Jamming Device Prohibition was made, and the radiocommunications licensing system, rather than an exemption determination, manages the ongoing operation of these devices. 
RNSS repeaters
We are currently proposing to amend the RNSS Jamming Device Prohibition to facilitate use of RNSS repeaters. Our preliminary view is that amending the RNSS Jamming Device Prohibition to facilitate use of RNSS repeaters is necessary to provide regulatory certainty, and to keep pace with the evolving expectations of citizens and emergency service providers. The risks associated with the use of these devices can be managed by the licensing system.
Pseudolites 
Pseudolites (pseudo-satellites) are ground-based ‘constellations’ of transmitters that can provide or improve RNSS coverage for aviation applications, and in areas such as urban and natural canyons. Pseudolites are notionally subject to the RNSS Jamming Device Prohibition and are not provided for under the licensing framework. Like RNSS repeaters (and any transmitter for that matter), the deployment of these devices requires practical risk management, but the devices themselves are not intended to cause interference to radiocommunications in the same way as other jamming devices. 
[bookmark: _Toc39570976]Looking ahead
Currently, the only way to facilitate devices and applications of the type mentioned is to amend the prohibition declarations, or to determine exemptions. Both approaches can involve high transaction costs and long lead times for the ACMA and stakeholders. In the coming years, the number and range of devices subject to prohibition declarations is likely to grow.
There is likely to be growth in the number of ‘jammer-like’ devices designed to be used in certain applications that, if used properly, are unlikely to pose a risk to licensed spectrum users. Note that this is not the same as saying these devices should not be subject to rigorous regulatory oversight by the ACMA, nor that these devices are not subject to the operation of legislative frameworks outside the ACMA’s regulatory purview. 
	[bookmark: _Hlk14768690]Issue for comment
2. In what ways is the prohibition regime not performing optimally?
3. Are there devices currently not prohibited that should be?
4. Are there devices currently prohibited that should not be? 


[bookmark: _Toc39570977]Exemption regime
[bookmark: _Toc39570978]Legislative framework
In addition to statutory exemptions, the exemption regime involves the use of the ACMA’s discretionary powers. Under subsection 27(2) of the Act, the ACMA may determine that acts or omissions by people to whom section 27 of the Act applies are exempt from any or all of Parts 3.1, 4.1 and 4.2 of the Act, or from specified provisions of those Parts. Broadly, section 27 enables the ACMA to provide exemptions by legislative instruments for:
people performing certain functions or duties in relation to the defence, security or international relations of Australia
people performing certain functions or duties in relation to a limited number of specified bodies, broadly concerned with defence, law enforcement and emergency services.
Exemptions are, in practice, used to avoid offences related to the operation (and supply) of prohibited or unlicensed devices. Given that operation of these devices may cause interference, exemptions allow offences relating to causing interference not to apply in specified circumstances. 
As legislative instruments, exemption determinations are automatically repealed (sunsetted) 10 years after being registered. Exemption determinations of this type are:
Radiocommunications (PMTS Jamming Devices – Visiting Forces and Suppliers) Exemption Determination 2011
Radiocommunications (Public Mobile Telecommunications Services Surveillance Device) Exemption Determination 2011
Radiocommunications (Prohibited Device) (RNSS Jamming Devices) Exemption Determination 2014
the ECM Exemption, supported by the Radiocommunications Advisory Guidelines (Use of Electronic Counter Measures for Bomb Disposal Activities) 2010
Radiocommunications (Use by Corrective Services NSW of PMTS Jamming Devices at Lithgow Correctional Centre) Exemption Determination 2018.[footnoteRef:17] [17:  For policy reasons, exemption determinations may also expire before the sunsetting period. The Radiocommunications (Testing and Field Trial by Corrective Services NSW of PMTS Jamming Devices at Goulburn Correctional Complex) Exemption Determination 2016 contains an expiry provision with the purpose of limiting the duration of a field trial of PMTS jamming devices to a maximum of two years. See https://www.legislation.gov.au/Details/F2016L01286/Explanatory%20Statement/Text. The Radiocommunications (Unmanned Aircraft and Unmanned Aircraft Systems) Exemption Determination 2019 expires after two years, with the ACMA noting in its consultation on the instrument that drones are a new and rapidly evolving technology, presenting a range of policy and regulatory challenges. Additionally, counter-drone technology and regulatory arrangements will continue to evolve over time. See https://www.acma.gov.au/consultations/2019-08/proposed-exemption-facilitate-australian-federal-police-afp-use-drone-jamming-devices-consultation-042019.] 

From time to time, the ACMA also has made arrangements to facilitate use of electronic counter measures to provide security for foreign dignitaries visiting Australia. These arrangements involve making a self-ceasing, event-specific exemption determination that expires at the conclusion of the dignitary’s visit to Australia (generally a week or two). 
In 2016, 2017 and 2018, the ACMA made such exemption determinations for visits to Australia by the Vice President of the United States of America.[footnoteRef:18] [18:  Radiocommunications (Australian Federal Police - Visiting Dignitary) Exemption Determination 2016, Radiocommunications (Australian Federal Police – Visiting Dignitary) Exemption Determination 2017, and Radiocommunications (Australian Federal Police – Visiting Dignitary) Exemption Determination 2018.] 

[bookmark: _Toc39570979]Consideration and consultation
In addition to internal processes for assessment, analysis and stakeholder engagement, the ACMA follows a number of best-practice and legislative steps when making an exemption determination. 
The ACMA follows the Australian Government Guide to Regulation, which provides high-level principles for policy-makers and outlines the requirements and process for engaging with the Office of Best Practice Regulation on an assessment of the regulatory impact of a proposed determination.
Under subsection 17(1) of the Legislation Act, the rule‑maker (in this case, the ACMA) must be satisfied that appropriate consultation has been undertaken before a legislative instrument is made. In complying with this provision and exercising best practice, the ACMA will typically publicly consult on a proposed exemption determination for between one and two months. For some exemption determinations, a targeted consultation with key stakeholders over a shorter period may be appropriate (for example, where timeframes do not allow a longer consultation, or where there are diplomatic and security sensitivities).
[bookmark: _Toc39570980]Issues
[bookmark: _Toc39570981]Transparency, process and policy considerations
ACMA consultation papers usually include the reasons for making an exemption determination. The background and operation of an exemption determination is also explained in an accompanying explanatory statement, which is available on the Federal Register of Legislation. However, some stakeholders have expressed that the ACMA could be clearer and more transparent when assessing applications for exemption determinations.[footnoteRef:19] [19:  See Optus submission to IFC4/2019 at https://www.acma.gov.au/consultations/2019-08/proposed-exemption-facilitate-australian-federal-police-afp-use-drone-jamming-devices-consultation-042019. ] 

Stakeholders have also indicated that they are unsure of how to approach or engage with the ACMA on proposed exemption determinations, and have indicated that the timeframes for the ACMA to consider and determine an exemption do not meet their operational needs and stakeholder expectations.
Exemption determinations are often one aspect of a broader policy rollout. In some cases, stakeholders that may be affected by the activities facilitated by exemption determinations may express a preference for additional information about these activities and the broader policy. However, it may not always be appropriate for the ACMA to comment on policy aspects outside its regulatory remit and, in these circumstances, the ACMA will consider the appropriate details to provide.
The ACMA also follows legal drafting standards and the requirements of the Senate Standing Committee for the Scrutiny of Delegated Legislation when making exemption determinations, which are disallowable legislative instruments.  
[bookmark: _Toc39570982]Scope of exemption determinations 
The appropriate scope of an exemption—that is, the acts and omissions that will be exempt, and the specific circumstances that must exist for the exemption to apply—is determined on a case-by-case basis. In broad terms, however, there is typically a need for the ACMA and relevant stakeholders to balance the requirements for flexibility and robustness over time, against the principle that the legal relief granted by exemption determinations should be carefully calibrated and fit for the intended purpose. 
[bookmark: _Toc39570983]Scope of exemption regime
Stakeholders are approaching us about exemption determinations under section 27 more frequently, and in relation to a wider range of activities.
Although section 27 of the Act does not specify the basis on which the ACMA may determine an exemption, in practice, the classes of people in whose favour the ACMA may determine exemptions generally limit those exemptions to facilitating safety, security, law enforcement and defence outcomes for relevant agencies.
The ACMA is often approached about developing, testing and manufacturing products that may be in breach of the Act. These products may be intended for strategic or scientific testing, to be used in some of the applications mentioned above, for supply in overseas markets, and have a low risk profile. While some of these activities could have commercial and consumer benefits, these outcomes would be better facilitated by the licensing system, rather than by exemptions determined under section 27. However, if the ACMA makes a prohibition declaration for a specified device, a licence could not authorise the possession or operation of that device.
Even where the making of an exemption may be an option to facilitate a certain outcome, it will not always be appropriate, or may only be a partial solution. The prospective use of RNSS repeaters, for example, will have tangible benefits for first responders and emergency service organisations, and there are a range of organisations with functions in whose favour the ACMA may determine an exemption. However, not all RNSS repeater deployments will involve a person eligible to be the subject of an exemption determination, and it may be of greater public benefit for the ACMA to license these devices, rather than make exemption determinations. That is, it may be that these devices should be facilitated by the licensing system, which provides a more nuanced and flexible approach for managing technical and operational conditions, without requiring regulatory intervention on a case-by-case basis. 
[bookmark: _Toc39570984]Looking ahead 
If present trends persist, we will continue to interact with a growing number of stakeholders on a wider range of issues regarding exemption determinations. There are significant transaction costs associated with considering and making exemption determinations for the ACMA and stakeholders. 
There is likely to be a greater need for the ACMA to be more predictable and better understood by stakeholders when considering exemptions and the timeliness associated with them.
There will continue to be a role for exemption determinations within the radiocommunications regulatory framework, but we are interested in exploring alternative methods for facilitating certain devices and applications that do not require issuing an exemption determination.
	[bookmark: _Hlk14768710]Issue for comment
5. What additional measures could the ACMA take to provide transparency and predictability in relation to exemption determinations?
6. [bookmark: _Hlk18398988]How could the ACMA consider facilitating use of meritorious, low risk, and outlier devices and applications in lieu of exemption determinations?
7. Is the range of activities that may be exempted from Parts of the Act fit for purpose?
8. Is the range of persons to whom the exemption regime may apply fit for purpose?



 




[bookmark: _Toc2606616][bookmark: _Toc536192458][bookmark: _Toc7181047][bookmark: _Toc39570985]Next steps
We will analyse submissions received in response to this paper and will engage with stakeholders as required. 
Any reform to the prohibition and exemption framework will need to be carefully managed, and the ACMA would likely seek the views of all stakeholders in the form of supplementary papers.
Although our preference is to undertake a coordinated approach to next steps, we will progress and consult separately on targeted regulatory interventions as appropriate.

[bookmark: _Toc39570986]Invitation to comment
[bookmark: _Toc433122131][bookmark: _Toc348105637][bookmark: _Toc300909556][bookmark: _Toc298924673][bookmark: _Toc39570987][bookmark: _Toc348105638][bookmark: _Toc300909557][bookmark: _Toc298924674][bookmark: _Toc274296357]Making a submission
The ACMA invites comments on the issues set out in this issues paper. 
· Online submissions can be made via the comment function or by uploading a document. Submissions in Microsoft Word or Rich Text Format are preferred.
· Submissions by post can be sent to: 
The Manager
Spectrum Licensing Policy
Australian Communications and Media Authority
	PO Box 13112 Law Courts
	Melbourne Vic 8010
[bookmark: _Hlk39135738]The closing date for submissions is COB, Monday 13 July 2020.
Consultation enquiries can be emailed to SLPSConsultations@acma.gov.au.
[bookmark: _Toc348105639][bookmark: _Toc300909558]Publication of submissions
[bookmark: _Toc348105640][bookmark: _Toc300909559][bookmark: _Toc265246234]The ACMA publishes submissions on our website, including personal information (such as names and contact details), except for information that you have claimed (and we have accepted) is confidential. 
Confidential information will not be published or otherwise released unless required or authorised by law.
Privacy
View information about our policy on the publication of submissions, including collection of personal information during consultation and how we handle that information.
Information on the Privacy Act 1988, how to access or correct personal information, how to make a privacy complaint and how we will deal with the complaint, is available in our privacy policy. 
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