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[bookmark: _Toc40264336]Executive summary
Rapid innovation in the drone technology environment has led to drones becoming increasingly easy to use and access. Australia is well placed to benefit from the global uptake of drones across a range of industries, including manufacturing, agriculture, defence and health. This has the capacity to enhance a wide range of existing services and enable new applications, but with the prevalence and accessibility of inexpensive drones comes the potential for drones to be used for malicious purposes. 
In Australia, a Senate inquiry into drone regulation and the government’s response to that inquiry identified the need to implement steps to manage the safety and security risks that drones can pose. They also identified that management of these risks can maximise the economic and social benefits of drones. Governments around the world have recognised the need to manage the risks associated with drones—which may include facilitating use of radiofrequency jamming devices or other countermeasures—while also managing the incidental risks that these countermeasures may pose. Jamming devices exploit the reliance of drones on spectrum, and deployment of these devices has the potential to adversely affect licensed radiocommunications services.
In December 2018, the Council of Australian Governments (COAG) acknowledged the need to combat the unlawful use of drones and agreed to develop both short and long-term measures to support law enforcement in deploying counter-drone capabilities. To facilitate this agreement, we have been working closely with the Australia-New Zealand Counter-Terrorism Committee[footnoteRef:2] (ANZCTC) and relevant government agencies on the development and implementation of the short-term national capability framework. To support initial deployment of short-term arrangements, in April 2019 we made the Radiocommunications (Unmanned Aircraft and Unmanned Aircraft Systems) Exemption Determination 2019 under subsection 27(2) of the Radiocommunications Act 1992 (the Act) to facilitate access to and use of a defined counter-drone capability by the Australian Federal Police (AFP).  [2:  The ANZCTC is a high-level body comprising representatives from the Australian Government, Australian state and territory governments and the New Zealand Government. It contributes to the security of Australia and New Zealand by coordinating effective nation-wide counter-terrorism capability, providing expert strategic and policy advice to heads of government and relevant ministers, and maintaining arrangements for the sharing of relevant intelligence and information. ] 

In the intervening period, we have worked closely with the ANZCTC and relevant agencies to progress further short-term counter-drone arrangements, with a view to facilitating access by law enforcement agencies to counter-drone capabilities in a nationally consistent way that aligns with the Australian Government’s drone security policy aims. 
We are proposing to make the Radiocommunications (Police Forces – Disruption of Unmanned Aircraft) Exemption Determination 2020 (a draft instrument available in the key documents section of this consultation), which would apply on a national basis to Australian federal, state and territory police forces. If made, the proposed determination would exempt relevant persons with respect to the possession, operation and supply of drone jamming devices in the circumstances specified. It would have the practical effect of authorising police to deploy drone jamming devices to protect critical infrastructure, at major events and for other law enforcement operations, including where counter-drone capability is required at short notice. 
In releasing this consultation paper, we are also initiating two other public consultations on related matters under the radiocommunications prohibitions and exemptions framework:
In the Five-year spectrum outlook 2019–23, we committed to conduct a review of prohibition declarations and exemption determinations under the Act. As the first step in our review, we seek the views of industry, government and consumers about emerging technologies, changing policy and operational requirements, and the impact that the framework has on their activities
We seek views on a proposal to facilitate trials of radionavigation-satellite service (RNSS) repeaters to provide Global Positioning System (GPS) coverage in tunnels across the road network, which involves making an amendment to the Radiocommunications (Prohibited Device) (RNSS Jamming Devices) Declaration 2014.
[bookmark: _Toc433122125][bookmark: _Toc40264337]Issues for comment
This consultation does not ask specific questions. However, the ACMA welcomes comment from interested stakeholders on the issues raised in this consultation or any other issues relevant to radiocommunications exemption arrangements for Australian law enforcement use of drone jamming devices.

[bookmark: _Toc26272790][bookmark: _Toc40264338]Legislative framework 
[bookmark: _Toc26272791][bookmark: _Toc40264339]Drones and counter-drone technologies
Drones are commonly referred to as remotely piloted aircraft systems (RPAS), unmanned aircraft (UA) or unmanned aircraft systems (UAS). Drone systems—which mainly comprise the aircraft and a remote control—rely on access to radiofrequency spectrum to wirelessly control the aircraft and to receive or transmit data. The use of radiofrequency spectrum is regulated by the ACMA under the Act.  
Counter-drone technologies include scanners that use radar, audio, visual, infrared or radiofrequencies to detect a drone; geofences that establish virtual barriers to prevent drones from entering certain locations, and transmitting devices like drone jamming devices that actively interfere with a drone’s operations. 
Drone jamming devices are designed to operate on the same frequencies used by drones and disrupt the target by interfering with the control signals between a drone and its operator. Disrupting these communications commonly results in the drone returning to its point of origin or landing on the spot. 
The use of jamming and other devices to disrupt, disturb, or cause interference to radiocommunications may amount to the commission of a criminal offence, noting that Part 4.2 of the Act establishes a range of offences related to deliberately causing interference. 
Drones are remotely piloted aircraft for the purposes of the aviation regulatory framework, and the use of counter-drone capabilities would also be subject to regulatory arrangements made by the Civil Aviation Safety Authority (CASA).
[bookmark: _Toc26272792][bookmark: _Toc40264340]Devices prohibited by the ACMA
The ACMA has made two declarations under section 190 of the Act, which have the effect of prohibiting the operation or supply, and possession for purpose of operation or supply, of two types of jamming devices. These are the Radiocommunications (Prohibited Device) (RNSS Jamming Devices) Declaration 2014 (RNSS Jamming Device Prohibition) and the Radiocommunications (Prohibition of PMTS Jamming Devices) Declaration 2011 (PMTS Jamming Device Prohibition). 
The radionavigation-satellite service (RNSS) is a system of satellites which—together with supporting infrastructure—provides accurate positioning, velocity and timing data. The most well-known RNSS is the Global Positioning System (GPS). A device is an RNSS jamming device if it is designed to have an adverse effect on radiocommunications, or would be likely to substantially interfere with, disrupt or disturb radiocommunications transmitted on RNSS frequencies.
A public mobile telecommunications service (PMTS) jamming device is commonly known as a mobile phone jammer.[footnoteRef:3] A device is a PMTS jamming device if it is designed to have an adverse effect on radiocommunications—or would be likely to substantially interfere with, disrupt or disturb radiocommunications—and operates within one or more frequency bands used for a public mobile telecommunications service.  [3:  Public mobile telecommunications service has the meaning given by section 32 of the Telecommunications 
Act 1997.] 

Under subregulation 4(2) of the Customs (Prohibited Imports) Regulations 1956, the importation of specified items is prohibited. These include devices whose operation or supply—or whose possession for the purpose of operation or supply—is prohibited by a declaration under section 190 of the Act.
Drone jamming devices that have the capacity to jam RNSS or PMTS frequencies would be, for the purposes of the RNSS and PMTS Jamming Device Prohibitions, RNSS or PMTS jamming devices.
[bookmark: _Toc26272793][bookmark: _Toc40264341]Exemptions determined by the ACMA
Under subsection 27(2) of the Act, the ACMA may determine that acts or omissions by members of a class of persons to whom section 27 applies are exempt from any or all of Parts 3.1, 4.1 and 4.2 of the Act, or from specified provisions of those Parts.
Section 27 provides that the ACMA may provide exemptions through written determinations for:
persons performing certain functions or duties in relation to defence, security or international relations
persons performing certain functions or duties in relation to a limited number of specified bodies, concerned with defence, law enforcement and emergency services. 
There are a range of scenarios in which use of jamming devices may be warranted. The ACMA previously has determined a number of exemptions, which exempt specified persons from parts, or specified provisions of parts, of the Act in relation to operation (and supply) of prohibited or unlicensed devices, and to causing interference in specified circumstances. Examples of such determinations include:
· Radiocommunications (Use by Corrective Services NSW of PMTS Jamming Devices at Lithgow Correctional Centre) Exemption Determination 2018
· Radiocommunications (Prohibited Device) (RNSS Jamming Devices) Exemption Determination 2014
· Radiocommunications (Prohibited Devices) (Use of Electronic Counter Measures for Bomb Disposal Activities) Exemption Determination 2010.
[bookmark: _Toc26272794][bookmark: _Toc40264342]Existing exemption arrangements for the AFP
In April 2019 the ACMA made the Radiocommunications (Unmanned Aircraft and Unmanned Aircraft Systems) Exemption Determination 2019 under subsection 27(2) of the Act to facilitate use by AFP of drone jamming devices and support the AFP’s development and maintenance of counter-drone capability. 
The determination exempts possession and operation of jamming devices by specified AFP persons and related contractors to facilitate training, testing and maintenance activities in relation to the jamming devices. The determination authorises AFP use of drone jamming devices on the 2.4 GHz and 5.8 GHz frequency bands. The determination is due to expire in April 2021, two years after it was made.

[bookmark: _Toc26272795][bookmark: _Toc40264343]Relevant considerations
We have considered the proposed national counter-drone exemption arrangements in light of the technological, regulatory and policy landscape for drones that is still evolving in Australia and internationally, and against the ACMA’s Principles for Spectrum Management. 
[bookmark: _Toc26272796][bookmark: _Toc40264344]Policy considerations
Domestic policy context
In July 2018, the Senate Standing Committee on Rural and Regional Affairs and Transport released the results of its inquiry into the current and future regulatory requirements for drones. The committee acknowledged that the growth of commercial, scientific and security applications of drone technology has facilitated the innovative use of drones across a range of industries, and that this growth presents opportunities for the Australian community. The committee also identified that the increasing application of drone technology, together with the growth in the number of drone systems purchased and used in Australia, raises fundamental questions about safety, privacy and security. 
In its November 2018 response to the inquiry, the Australian Government agreed in principle with the committee’s recommendation that CASA, in cooperation with the AFP and other relevant authorities, prohibit the use of drones in the airspace about significant public buildings, critical infrastructure and other vulnerable areas. The exemption determination made in April 2019 in favour of the AFP has a role in facilitating outcomes associated with that recommendation, by providing the AFP with access to certain drone jamming devices.
In recent years, the ACMA has been working closely with law enforcement to facilitate the deployment of counter-drone capability in certain circumstances. In 2018, the ACMA made the Radiocommunications (Commonwealth Games Anti-Drone Technology/RNSS Jamming Devices) Exemption Determination 2018 and the Radiocommunications (Invictus Games Anti-Drone Technology/RNSS Jamming Devices) Exemption Determination 2018. These instruments facilitated the use of drone jamming devices by the Queensland Police Service and the Australian Federal Police at specific major events, with the determinations ceasing to have effect after the event concluded. 
The proposed national exemption arrangements form the radiocommunications aspect of a framework that enables Australian police to access and deploy counter-drone technologies, including drone jamming devices, consistent with policies agreed to by COAG and supported by the the Department of Home Affairs. 
International policy context
Overseas, incidents such as the major disruptions at Gatwick Airport, UK in December 2018, and threats to shut down Heathrow Airport several months later highlight disruptions and risks that drones could pose to the safety of passengers and aviation operations. The September 2019 drone attacks at two Saudi Arabia oil processing facilities highlighted the extreme risks associated with malicious drone use. 
In early 2018, the UK Government announced it is undertaking detailed policy work to develop standards and safeguards for authorising use of counter-drone technology in the UK. 
The United States has enacted the Preventing Emerging Threats Act 2018, which authorises the Department of Homeland Security and the Department of Justice to deploy counter-drone technologies, including the use of radiofrequency jamming, in circumstances where a drone threatens public safety or national security.
The Global Counterterrorism Forum, of which Australia is a member, has released the Berlin Memorandum on Good Practices for Countering Terrorist Use of Unmanned Aerial Systems. The Memorandum recommended that governments explore and implement regulations and policies that minimise the potential for the misuse of drones and ensure that law enforcement is supported through regulation and policy to effectively counter malicious drone threats. It also promotes a risk-based approach to managing drone threats, in order to balance the risks and unintended consequences that use of counter-drone measures can pose to public safety, property or services.

[bookmark: _Toc26272797][bookmark: _Toc40264345]Proposed exemption arrangements
We have considered the context above, and ANZCTC’s strategic and operational requirements. 
We recognise the public interest in facilitating counter-drone capability for law enforcement purposes, including the response to immediate threats, providing ongoing protection of critical infrastructure, and for the provision of security and public safety at major events. 
We are proposing to make the Radiocommunications (Police Forces – Disruption of Unmanned Aircraft) Exemption Determination 2020, which would have the characteristics set out below. We have also considered the risks that use of counter-drone technology poses to licensed radiocommunications users.
[bookmark: _Toc26272798][bookmark: _Toc40264346]Persons to whom the proposed determination will apply
Under subsection 27(2) of the Act, the ACMA may determine exemptions in favour of members of a class of persons to whom section 27 applies. Section 27 applies to persons (among others) who perform a function or duty in relation to the AFP or the police force of a state or territory (paragraph 27(1)(b)). 
The proposed exemption determination would apply only to ‘relevant persons’—those persons being a member of the AFP or a state or territory police force and a relevant contractor. 
A relevant contractor is defined in this case as a person who has entered into a contract with the AFP or a state or territory police force to perform a function or duty in relation to the AFP or a state or territory police force that consists of one or more of the following:
testing of a drone jamming device
maintenance of a drone jamming device.
[bookmark: _Toc26272799][bookmark: _Toc40264347]Circumstances in which the proposed determination will apply
The proposed determination would apply to members of the AFP, members of a state or territory police force, and a person who has entered into a contract with the AFP or a state or territory police force, in circumstances involving testing and maintenance of drone jamming devices. 
The proposed determination would also apply to members of the AFP or of a state or territory police force operating the device in order to disrupt or disable a drone.
[bookmark: _Toc26272800][bookmark: _Toc40264348]Period for which the proposed determination will apply
The proposed instrument would expire two years after it is made, a duration that reflects the implementation of short-term arrangements endorsed by COAG. During this period, we will continue to work with relevant agencies to establish long-term arrangements for law enforcement counter-drone capability. This is part of a body of work led by the Department of Infrastructure, Transport, Regional Development and Communications to develop a whole-of-government policy to manage drones. 
[bookmark: _Toc26272801][bookmark: _Toc40264349]Impact on other radiocommunications users 
[bookmark: _Hlk23321868]In considering making the proposed determination, we have weighed the benefits of law enforcement having access to counter-drone capability against the potential impact on other spectrum users, noting the low likelihood of drone jamming devices being activated. 
We take the view that the public benefit associated with operating a jamming device to deal with a drone that poses a risk to public safety would outweigh the adverse effects and consequences associated with incidental interference of a short duration being caused to the devices and services operating in the relevant bands. 
The majority of drones operate in the 2.4 GHz and 5.8 GHz bands, and the activation of drone jamming devices in these frequency bands may potentially adversely affect a wide range of services authorised under the Radiocommunications (Low Interference Potential Devices) Class Licence 2015 (the Class Licence), including wi-fi. However, spectrum requirements for drones are becoming more varied, and the pace of technological change and innovation could see unexpected changes. Currently, drones could also conceivably operate across a number of frequency bands provided for under the Class Licence. Additionally, drones manufactured overseas may be configured to comply with overseas spectrum regulatory arrangements which are not always the same as those implemented in Australia. 
The proposed determination would authorise operation of drone jamming devices across a set of frequencies set out in the Class Licence, and frequencies available for use on a shared basis by industrial, scientific and medical (ISM) devices.
We have considered the consequences associated with class licensed services suffering incidental interference from drone jamming devices. Although a device operated under the Class Licence is generally not expected to suffer interference (and offences under the Act relating to causing interference would be relevant to causing interference to class-licensed services), the ACMA has a ‘no protection’ policy regarding the Class Licence. 
Under the ACMA’s no protection policy, devices operating under the Class Licence are not afforded protection from interference that may be caused by ISM applications in the ISM bands. The ISM bands also overlap with the frequencies on which a drone jamming device would be authorised to operate under the proposed determination. We consider that because people deploying radiocommunications services under the Class Licence should do so with regard to the ‘no protection’ policy, there is a good understanding that the relevant frequency bands should not be exclusively relied upon for safety and security-critical services.
In proposing these arrangements, we have considered that counter-drone operations typically involve the deployment of a combination of technologies and methodologies, designed to discourage, detect and—where necessary—cease, behaviours that pose a risk to public safety and security. The activation of jamming devices is a proportional response to scenarios where the risks of not intervening are likely to be unacceptable from a public safety or security stance. 
Law enforcement has considerable strategic and operational experience in the management of risks associated with the deployment of counter-drone measures, and we note that the Queensland Police Service and the AFP have effectively deployed drone jamming devices at major events without incidents of interference to radiocommunications. This indicates that police methods for identifying and managing the risks posed by drones—including by drone pilots posing risks unintentionally—are effective. We have also considered that police have extensive experience in the management and deployment of jamming devices that support bomb disposal activities, under the Radiocommunications (Prohibited Devices) (Use of Electronic Counter Measures for Bomb Disposal Activities) Exemption Determination 2010. 
The deployment of national arrangements has drawn on, and will continue to enhance this expertise, which includes the development and implementation of nationally agreed policy and operational frameworks to manage any potential adverse effects posed by the use of jamming devices.
We also note that public awareness campaigns and event-specific airspace arrangements that restrict the operation of drones are typically in force at major events, reducing accidental, reckless or negligent drone use, deterring malicious actors, and limiting the need to use countermeasures, including jamming devices. 
[bookmark: _Toc40264350]Invitation to comment
[bookmark: _Toc433122131][bookmark: _Toc348105637][bookmark: _Toc300909556][bookmark: _Toc298924673][bookmark: _Toc26272803][bookmark: _Toc40264351][bookmark: _Toc348105638][bookmark: _Toc300909557][bookmark: _Toc298924674][bookmark: _Toc274296357]Making a submission
The ACMA invites comments on the issues set out in this consultation paper. 
Online submissions can be made via the comment function or by uploading a document. Submissions in Microsoft Word or Rich Text Format are preferred.
Submissions by post can be sent to: 
The Manager
Spectrum Licensing Policy
Australian Communications and Media Authority
PO Box 13112 Law Courts
Melbourne Vic 8010

The closing date for submissions is COB, Monday 13 July 2020.
Consultation enquiries can be emailed to SLPSConsultations@acma.gov.au
[bookmark: _Toc348105639][bookmark: _Toc300909558]Publication of submissions
[bookmark: _Toc348105640][bookmark: _Toc300909559][bookmark: _Toc265246234]The ACMA publishes submissions on our website, including personal information (such as names and contact details), except for information that you have claimed (and we have accepted) is confidential. 
Confidential information will not be published or otherwise released unless required or authorised by law.
Privacy
View information about our policy on the publication of submissions, including collection of personal information during consultation and how we handle that information.
Information on the Privacy Act 1988, how to access or correct personal information, how to make a privacy complaint and how we will deal with the complaint is available in our privacy policy.
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