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[bookmark: _Toc40361718]Executive summary
[bookmark: _Toc433122125]The near-ubiquitous availability of the radionavigation-satellite service (RNSS), commonly referred to as the Global Positioning System (GPS), has seen it increasingly used in a wide range of consumer, commercial and public-purpose applications. The transport sector, taxi and ride share services, emergency service providers, commercial fleets and day-to-day motorists increasingly rely on GPS for navigation, asset management and productivity purposes.
RNSS signals cannot penetrate many underground or undercover environments, which usually results in road users temporarily losing RNSS signals when travelling through road tunnels. 
Several stakeholders have approached the ACMA with proposals to provide RNSS navigational capability in road tunnels. Emergency services stakeholders in particular have highlighted how improved navigational capability in road tunnels would help them to locate and deploy their assets when responding to critical situations. 
To explore ways to provide RNSS coverage in road tunnels, we are considering options to facilitate trials of RNSS repeater devices. RNSS repeaters are radiocommunications devices that receive and re-transmit RNSS signals and are designed to be used in areas of poor-to-no RNSS coverage. These devices can potentially provide broad public benefit and, looking ahead, have applications in other industries such as mining, agriculture and aviation.
Until now, RNSS repeaters have not been included in the existing regulatory framework under the Radiocommunications Act 1992 (the Act). Significantly, using these devices may be an offence under the Act, including possession and operation of a prohibited device under the Radiocommunications (Prohibited Device) (RNSS Jamming Device) Declaration 2014 (the Declaration).
We are proposing to amend the Declaration to exclude RNSS repeaters, which will provide certainty about the status of RNSS repeaters and allow us to facilitate trials in road tunnels. A proposed Amendment Declaration is available alongside this paper on the ACMA website.
Carefully managed trials of RNSS repeaters will enable small-scale deployments of the devices and allow road managers to determine optimal device and operating configurations. Data collected during trials will assist us in developing appropriate long-term licensing arrangements for RNSS repeaters and inform additional applications for the devices.
In releasing this consultation paper, we are also initiating two other public consultations on related matters under the radiocommunications prohibitions and exemptions framework:
· In the Five-year spectrum outlook 2019–23, we committed to conduct a review of prohibition declarations and exemption determinations under the Act. As the first step in our review, we seek the views of industry, government and consumers about emerging technologies, changing policy and operational requirements, and the impact that the framework has on their activities. 
In December 2018, the Council of Australian Governments (COAG) acknowledged the need to combat the illegal use of drones and agreed to develop both short and long-term measures to support police in accessing and using counter-drone capabilities. Counter-drone technologies that interfere with drone signals (drone jamming devices) can breach the Act. To support initial national arrangements that enable police to access and use counter-drone technologies, we propose to exempt Australian police from radiocommunications offences related to the use of drone jamming devices.
[bookmark: _Toc40361719]Issue for comment
This consultation does not ask specific questions. However, the ACMA welcomes comment from interested stakeholders on the issues raised in this consultation or any other issues relevant to facilitating trials of RNSS repeaters in road tunnels.
[bookmark: _Toc40361720]Introduction 
Many road users rely on RNSS signals for navigation and other services. However, RNSS signals are not usually powerful enough to penetrate through solid structures. As a result, RNSS receivers in smartphones and other equipment typically lose RNSS coverage when going through road tunnels.
The ability to quickly and accurately locate vehicles is critical for emergency services, and they rely heavily on the availability of RNSS signals to do this. With no signal availability in road tunnels, emergency services currently cannot dispatch a vehicle travelling in a road tunnel to a nearby emergency, even if that vehicle is the closest and most appropriate resource. Improved navigational capability in road tunnels would enable emergency services to rapidly locate their vehicles at all times, enabling them to respond to emergencies in the shortest possible time. 
The ACMA is considering ways to facilitate trials of RNSS repeaters in road tunnels. Road tunnels are controlled environments in known locations, making them ideal spaces in which to trial the devices. Trial managers will define testing requirements and determine success criteria, and can manage any risks associated with incidental interference caused by the devices. 
There are other applications, such as in aviation, security, mining and agriculture, where the deployment of RNSS repeaters may also provide a public benefit. Information gathered through trials of RNSS repeaters will help the ACMA better understand the benefits of using RNSS repeaters in transport and in other industry settings and applications. 
[bookmark: _Toc34298605][bookmark: _Toc40361721]What is an RNSS repeater? 
The RNSS (also known as the Global Navigation Satellite System, or GNSS) is a system of satellites, which together with supporting infrastructure, provide accurate positioning, velocity and timing data. The most well-known RNSS is the Global Positioning System (GPS). 
RNSS repeaters are radiocommunications devices that receive and re-transmit RNSS signals. Some repeater systems (commonly known as simulators) re-broadcast an adjusted signal that incorporates the receiver’s location with a spatial correction. These types of devices are intended to be used in areas where there is poor-to-no reception of RNSS signals, such as in an undercover or underground environment where RNSS signals do not reach. 
[bookmark: _Hlk34734222]RNSS repeaters use a simple set of radio equipment that includes receiving and transmitting antennas. For tunnel applications, external antennas in view of RNSS satellites receive RNSS signals for a tunnel. The signal is processed by a simulator that adjusts the signal to reflect an in-tunnel position. Antennas are deployed at required intervals throughout the tunnel, with each one transmitting a corrected in-tunnel position. 
Where RNSS repeater systems are deployed, devices that contain RNSS receivers for position, velocity and timing applications can receive the RNSS signals radiated by the system.
[bookmark: _Toc34298606][bookmark: _Toc40361722]Legislative framework
[bookmark: _Toc3383561]Australian Radiofrequency Spectrum Plan 2017
At their broadest level, Australian spectrum allocation arrangements are embodied in the Australian Radiofrequency Spectrum Plan 2017 (spectrum plan) made by the ACMA. The spectrum plan divides the Australian radiofrequency spectrum into frequency bands and specifies the general purpose and use for each band. The spectrum plan does not specifically include the types of services provided by RNSS repeaters. 
Relevant radiocommunications licences
RNSS repeaters are not included in the radiocommunications licensing system, and there is only limited use of transmitters in RNSS bands. 
We use class licensing to manage spectrum for services that use a limited set of common frequencies under common conditions. Class licensing arrangements act as a standing permission to operate within shared spectrum with no protection from interference. Class licences do not require users to hold individual licences and there are no associated taxes or fees. RNSS repeaters are not currently authorised in Australia under the class licensing regime. Current class licensing arrangements authorise use of RNSS receivers, but not RNSS transmitters. 
Apparatus licensing authorises the operation of transmitters or receivers in specific locations for a fixed duration. Licensees must pay fees, with the applicable charges and taxes calculated based on the type of licence and whether the apparatus is operated in low, medium or high-density population areas. Spectrum is also priced on the amount of bandwidth denied to other services.
While an area-based apparatus licence is likely to be appropriate for authorising RNSS repeaters, there is currently no apparatus licensing option designed for these devices.
Importantly, RNSS repeaters that are deployed in road tunnels operate on a different set of assumptions to those underpinning the existing apparatus licensing framework. If current pricing policy principles that license notionally similar systems were applied to RNSS repeaters, the fees would be high, largely because the proposed deployment sites are located in high-density population areas. 
The higher fees for devices operating in densely populated areas reflect the potential congestion of spectrum use. These fees would not reflect the spectrum denial characteristics of operating a device in a tunnel, or the denial characteristics of an RNSS repeater. 
The introduction of RNSS signal availability in road tunnels would not deny any competing uses of spectrum, since there are currently no RNSS signals successfully being provided in those environments. 
RNSS Jamming Devices Declaration 
Under section 190 of the Act, the ACMA may declare that certain devices are prohibited. Section 189 of the Act makes it an offence to operate or supply, or possess for the purpose of operation or supply, a device to which a prohibition declaration applies.
The Radiocommunications (Prohibited Device) (RNSS Jamming Devices) Declaration 2014 (the Declaration) has the effect of prohibiting the operation or supply, or possession for the purpose of operation or supply, of RNSS jamming devices. 
A device is an RNSS jamming device if the device is designed to have an adverse effect on the reception by RNSS receivers of RNSS radiocommunications, and the device would be likely to substantially interfere with, disrupt or disturb the reception by RNSS receivers of RNSS radiocommunications.
The Declaration sets out the reasons for prohibition. These include that the radiocommunications use of an RNSS jamming device serves no legitimate purpose, and that the primary purpose is to adversely affect radiocommunications. 
The adverse effects of using an RNSS jamming device may range from inconvenience to RNSS users, to threats to public safety. The operation of such a device may also be a contravention of sections of the Act that provide for offences related to causing interference to radiocommunications. Prohibiting RNSS jamming devices helps to ensure the reliability and quality of RNSS for spectrum users by minimising the potential for interference.
Under subregulation 4(2) of the Customs (Prohibited Imports) Regulations 1956, the importation of specified items is prohibited. These include devices whose operation or supply—or whose possession for the purpose of operation or supply—is prohibited by a declaration under section 190 of the Act. This means that RNSS jamming devices cannot be legally imported in Australia without an exemption determination made under section 27 of the Act. 
RNSS repeaters 
Although not covered by the RNSS Jamming Device Declaration, RNSS repeaters have technical and operational characteristics that may cause them to be prohibited by the Declaration. 
We consider that RNSS repeaters are specifically designed to improve RNSS signal reception and should not be prohibited by the Declaration. Unlike the devices covered by the Declaration, RNSS repeaters serve a legitimate purpose and, when deployed correctly, benefit RNSS service users. The correct operation of RNSS repeaters does not reflect the reasons for prohibiting RNSS jamming devices, as set out in the Declaration. 
[bookmark: _Toc34298607][bookmark: _Toc40361723]Relevant radiocommunications considerations
[bookmark: _Toc34298608][bookmark: _Toc40361724]Managing the risk of interference
Devices like RNSS repeaters that amplify and transmit signals to areas where there would otherwise be no coverage, are not designed or intended to be used to cause malicious disruption to RNSS radiocommunications. Nevertheless, the deployment of transmitters poses risks of interference, especially when they are used improperly or outside of their intended purpose. RNSS repeater operators would be required to demonstrate that they can manage the risk of interference posed by the devices to other radiocommunications services, especially at tunnel boundaries.
[bookmark: _Toc34298609][bookmark: _Toc40361725]Trial deployments of RNSS repeater technology
Trial deployments of RNSS repeater technology would assess its viability as a means of providing RNSS signals in a tunnel environment. A trial would typically involve the installation of re-transmission points inside a tunnel to simulate satellite data available at that location. Testing will determine how RNSS receivers behave when receiving simulated in-tunnel signals, and during transition from and to RNSS signal availability in a surface road environment. 
Trial operators would be required to adhere to technical guidelines determined by the ACMA, to minimise the risk of interference to radiocommunications services, particularly at tunnel boundaries.
Proposed trial in NSW
Transport for NSW (TfNSW) is a statutory authority of the NSW government. TfNSW plans, designs, builds, maintains and operates road and maritime networks as part of the NSW transport system. There are almost 60 kilometres of existing and planned road tunnels in the Sydney road network alone.
TfNSW proposes to trial an RNSS retransmission system in the Sydney road tunnel network. Led by TfNSW, the trial will investigate the effect of the in-tunnel devices on RNSS receivers aboard Fire and Rescue NSW, NSW Police Force and NSW Ambulance vehicles, and other commercially available RNSS receiver devices such as smartphones and GPS units. The trial is supported by the NSW Telco Authority.
Proposed trial in Victoria
Transurban is an Australian company that builds and operates toll-roads in Melbourne, Sydney and Brisbane, and in North America. Transurban also researches and develops tolling and transport technology. 
Transurban is proposing a proof-of-concept trial of an RNSS retransmission system in the Burnley and Domain tunnels in Melbourne. Transurban expects a broad range of road tunnel users, such as emergency responders, ride-share providers, heavy-vehicle operators and road maintenance users, will benefit from an improved driving experience and increased road safety as a result of simplified navigation and reduced driver confusion in tunnels. 
[bookmark: _Toc34298610][bookmark: _Toc40361726]Options to facilitate use
We are proposing three options to facilitate trials of RNSS repeaters in road tunnel environments. These options stem from two possible pathways to authorise the devices. 
To facilitate lawful importation, possession, operation and supply of RNSS repeaters, the ACMA could:
make an exemption determination under section 27 of the Act in favour of a device trial operator
amend the Declaration to exclude RNSS repeaters from the application of the Declaration. 
[bookmark: _Toc34298611][bookmark: _Toc40361727]Option 1—Determine an exemption under section 27 of the Act
Under section 27 of the Act, the ACMA may make exemptions from Parts of the Act (relating to device licensing, technical regulation and offences relating to causing interference) in favour of persons broadly having functions related to national security, law enforcement or emergency services. An exemption determination would mean it is not an offence to import, possess, operate and supply an RNSS repeater.
While section 27 does allow for exemptions to be determined for emergency service agencies involved in aspects of the proposed trials, it does not apply to road managers, who would notionally be the device operators in road tunnels.
RNSS repeaters are devices with a legitimate purpose and have the capacity to transform the road network and transport services, and to deliver benefits to the transport sector and the general public. For these reasons, they should be authorised through licensing arrangements, rather than by exemptions.
[bookmark: _Toc34298612][bookmark: _Toc40361728]Option 2—Amend the Declaration, and develop long-term licensing arrangements
We could amend the Declaration to expressly exclude RNSS repeaters. This would provide confidence and regulatory certainty to operators of RNSS repeater devices.
We could then explore using class licensing arrangements, or our existing apparatus licensing system to develop appropriate arrangements for RNSS repeaters.
We use class licensing to manage spectrum used by services that employ a limited set of common frequencies using equipment under a common set of conditions. A class licence sets out the conditions of operation. As it is not issued to an individual user and does not involve taxes or charges, this type of licensing involves minimal administration. 
Class licensing is appropriate for managing low interference devices that do not require coordination and can be used by broad classes of people on a shared basis. Class licensing could be an option for RNSS repeaters, however the risk of interference to other spectrum users may be high if the devices are not operated correctly. Managing technical and operational conditions to minimise this risk is not readily achieved for class-licensed devices. Currently, there is insufficient data about real-life applications of the devices to show that RNSS repeaters meet threshold requirements for class licensing.
We could use our existing apparatus licensing types to facilitate these devices. However, RNSS repeaters operating in tunnels conflict with many of the assumptions embedded in the licensing system (regarding spectrum congestion). This means that the technical characteristics and operational context might not be reflected in current taxation arrangements that would apply to RNSS repeaters.
At this time, our view is that making new apparatus licensing arrangements for these devices would require changes across a range of subordinate legislation under the radiocommunications framework. 
[bookmark: _Toc34298613][bookmark: _Toc40361729]Option 3—Amend the Declaration, and authorise trials through scientific licensing
Alternatively, after amending the Declaration to expressly exclude RNSS repeaters, we could facilitate the use of the devices on a short-term basis using our existing regulatory powers.
A scientific licence is issued under the apparatus licensing framework for a station that is established primarily for:
· radiocommunications research
· radiocommunications investigation
· radiocommunications instruction
· equipment demonstration
· equipment testing
radio propagation path testing.
Examples include periods of performance testing to develop, prove and apply new technology, evaluate products, or allow a new product time to mature. 
A scientific licence is appropriate where radiocommunications equipment is primarily used for a purpose listed above and cannot be more appropriately licensed for long-term operation by another licence type. 
Licensees operating under scientific licences are required to adhere to the conditions set out in the Radiocommunications Licence Conditions (Apparatus Licence) Determination 2015 and the Radiocommunications Licence Conditions (Scientific Licence) Determination 2015. The ACMA also imposes technical and operational conditions on the licensee to manage the risk of interference to other services.
Scientific licensing is an appropriate way to authorise trials of RNSS repeaters, allowing trial operators to experiment with device configuration, placement and spacing to find their optimum usage, and understand the risks, costs and operational requirements of using the devices. Trials of RNSS repeaters under scientific licensing would attract a low-power discount and a relatively low licensing fee.
Trial deployments under scientific licensing are an ideal way to gather technical data, such as spectrum requirements and number of frequency bands used for the devices. Trials would also help us identify any unintended consequences and gather other information necessary to inform the development of a long-term licensing solution. 
[bookmark: _Toc34298614][bookmark: _Toc40361730]Proposed approach to facilitate trials of RNSS repeaters
We have weighed these options, the views of emergency service providers, road authorities and managers, and the ACMA’s Principles for Spectrum Management. We support facilitating the controlled use of RNSS repeaters in road tunnels. Our view is that authorising the use of RNSS repeaters for trials in areas of low-to-no signal coverage is an efficient and high-value use of the spectrum that can offer benefits for road tunnel users.
We are proposing to amend the Declaration to exclude RNSS repeaters from the definition of a RNSS jamming device. A proposed Amendment Declaration is available on the ACMA website, alongside this paper. This would facilitate lawful importation, possession, operation and supply of RNSS repeaters and create a pathway for us to issue to road managers a scientific licence that will authorise trials of the devices. 
Trial periods are typically authorised under scientific licences for one year, and where appropriate, we would review and renew the licence. We would consider applications from road managers for scientific licences to trial RNSS repeaters in tunnels on a case-by-case basis. 
We are of the view that, in the long term, these devices can be authorised under the apparatus licensing framework. Information gathered through operational trials of the devices in areas of low-to-no coverage will provide an evidence base for policy design and assist us in developing appropriate, long-term licensing arrangements for the devices. Trial deployments of RNSS repeaters will help us identify any unintended consequences associated with use of RNSS repeaters in tunnels and other applications. We would commence this body of work in parallel with trials.
[bookmark: _Toc40361731]Compliance with technical operating parameters
RNSS repeaters deployed inside a tunnel may make emissions that radiate beyond tunnel boundaries, especially at entry and exit points. These emissions have the potential to affect receivers outside the tunnel, causing an incorrect positional signal to be received.
To minimise the risk of interference posed by RNSS repeaters in tunnels, we would likely impose conditions requiring trial operators to comply with technical guidelines. The guidelines would be derived from international standards and recommendations relevant to GNSS repeaters, including the European Telecommunications Standards Institute (ETSI) Harmonised Standard EN 302 645, and ECC Recommendation (10)02 made by the Electronic Communications Committee within the European Conference of Postal and Telecommunications Administrations. 
The key parameters in the technical guidelines would be:
frequency bands on which the devices can be operated
limits on the maximum radiated power from each antenna
limits on spurious emissions from each antenna
limits on emissions from in-tunnel antennas installed at or near tunnel boundaries.
Sections 46 and 47 of the Act cover offences relating to the unlicensed operation and unlicensed possession for the purpose of operation of radiocommunications devices. Section 113 provides an offence for engaging in conduct that contravenes a condition of an apparatus licence. Part 4.2 of the Act also applies to offences relating to causing interference to radiocommunications. 
Operators seeking to trial RNSS repeater devices will require a licence and may face penalties if their deployment of the devices is outside the conditions of a scientific licence, or where interference is caused to other radiocommunications services. 
Impact of the proposed approach
The proposed approach will provide regulatory certainty for licensees that wish to trial RNSS repeater systems. Road managers that trial the systems may have the opportunity to trial the devices in their intended environment and determine the optimal technical and operational configurations, with subsequent expanded use likely to immediately benefit emergency services. 
[bookmark: _Hlk18413028]In addition to benefiting emergency services, freight and logistics companies and the public would benefit from enhanced in-tunnel navigation capability, including more accurate estimated times of arrival, earlier warnings about in-tunnel congestion and the potential to reduce collisions caused by lane changes. 
Providing RNSS coverage in road tunnels will support the use of intelligent transport systems, connected and automated vehicles (CAVs), real-time traffic congestion maps and other wireless technologies that enable vehicle-to-vehicle, vehicle-to-person or vehicle-to-structure communications.[footnoteRef:1] These technologies and applications have the potential to reduce the number of transport accidents, relieve traffic congestion, and reduce the environmental impacts of transport on Australian roads. We invite submissions that will help us understand how CAVs may be affected by the deployment of RNSS repeaters in road tunnels.  [1:  See the Radiocommunications (Intelligent Transport Systems) Class Licence 2017, which authorises some of these applications.] 

[bookmark: _Hlk19875405]
[bookmark: _Toc34298615][bookmark: _Toc40361732]Invitation to comment
[bookmark: _Toc34298616][bookmark: _Toc40361733]Making a submission
The ACMA invites comments on the issues set out in this consultation paper. 
Online submissions—submissions can be made by uploading a document. Submissions in PDF, Microsoft Word or Rich Text Format are preferred. 
Submissions by post—can be sent to: 
The Manager
Spectrum Licensing Policy Section
Australian Communications and Media Authority
PO Box 13112 Law Courts
Melbourne Vic 8010
The closing date for submissions is COB, Monday 13 July 2020.
Consultation enquiries can be emailed to SLPSConsultations@acma.gov.au.
[bookmark: _Toc348105639][bookmark: _Toc300909558]Publication of submissions
[bookmark: _Toc348105640][bookmark: _Toc300909559][bookmark: _Toc265246234]The ACMA publishes submissions on our website, including personal information (such as names and contact details), except for information that you have claimed (and we have accepted) is confidential. 
Confidential information will not be published or otherwise released unless required or authorised by law.
Privacy
View information about our policy on the publication of submissions, including collection of personal information during consultation and how we handle that information.
Information on the Privacy Act 1988, how to access or correct personal information, how to make a privacy complaint and how we will deal with the complaint, is available in our privacy policy. 
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