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[bookmark: _Toc28011428]Overview
This report is focused on cooperation with law enforcement agencies and the cost of industry compliance with the requirements of Part 14 of the Telecommunications Act 1997 (the Telecommunications Act) and Part 5-1A of the Telecommunications (Interception and Access) Act 1979 (TIA Act). 
The report addresses the statutory requirements under subsection105(5A) of the Telecommunications Act. It includes information about the communications industry’s support for law enforcement and national security agencies through the maintenance of communications interception capabilities and the authorised retention of data. 
Associated information regarding telecommunications and national interests in Australia can be found in the forthcoming Communications report 2018–19, which is expected to be published in February 2020.



[bookmark: _Toc28011429]Supporting law enforcement and national security agencies
Carriers and carriage service providers (CSPs) are obliged to provide reasonably necessary assistance to law enforcement and national security agencies under section 313 of the Telecommunications Act. This usually involves providing information about consumers of telecommunications services and their communications, for the purposes of:
enforcing the criminal law
enforcing laws that impose a pecuniary penalty
assisting the enforcement of the criminal laws in force in a foreign country
protecting the public revenue
safeguarding national security.
During the reporting period, the ACMA did not receive any referrals of carriers or CSPs from the Communications Access Co-ordinator, located in the Department of Home Affairs, for enforcement of any breach of their obligations under section 313 of the Telecommunications Act. 
[bookmark: _Toc26958373][bookmark: _Toc28011430]Providing assistance 
Section 314 of the Telecommunications Act applies if a carrier or CSP is required to provide help to an officer or authority of the Commonwealth, a state or a territory under subsections 313(3) or (4) of the Act. A person providing information must not profit from, nor be charged for the cost of providing that information.
[bookmark: _Toc494799463][bookmark: _Toc494805766][bookmark: _Toc494805999][bookmark: _Toc494808229][bookmark: _Toc494808883][bookmark: _Toc494816068][bookmark: _Toc494818898][bookmark: _Toc494819160][bookmark: _Toc529964644][bookmark: _Toc462909479][bookmark: _Toc465842962][bookmark: _Toc26958375][bookmark: _Toc28011431][bookmark: _Hlk27745447]Emergency suspension of carriage services
Under section 315 of the Telecommunications Act, a senior officer of a police force or service (that is, a commissioned officer of the force or service) who holds a rank not lower than the rank of Assistant Commissioner can request the suspension of a carriage service if there is an imminent threat to someone’s life or health. CSPs reported the suspension of 32 carriage services in 2018–19, an increase from 14 carriage services in 2017–18.
[bookmark: _Toc494799464][bookmark: _Toc494805767][bookmark: _Toc494806000][bookmark: _Toc494816069][bookmark: _Toc494819161][bookmark: _Toc494808230][bookmark: _Toc494808884][bookmark: _Toc494818899][bookmark: _Toc498438692][bookmark: _Toc529964645][bookmark: _Toc26958376][bookmark: _Toc28011432]Interception 
The content of communications between users of telecommunications services is protected in Australia as a crucial area of telecommunications privacy. 
The TIA Act makes it an offence to intercept or access private telecommunications without the knowledge of those involved in that communication, and criminal penalties are applicable for such breaches of the TIA Act. Interception, however, may only be authorised by law enforcement and national security agencies in accordance with a warrant under the TIA Act. 
[bookmark: _Toc462909482][bookmark: _Toc465842965][bookmark: _Toc26958377][bookmark: _Toc28011433]Interception capability
Chapter 5 of the TIA Act obliges carriers and CSPs to ensure that their networks, facilities and carriage services can be intercepted upon presentation of an interception warrant.[endnoteRef:1] This obligation includes a requirement to develop, install and maintain an interception capability. Under section 207 of the TIA Act, carriers and CSPs are responsible for the capital and ongoing costs associated with providing interception capability in their networks.  [1:  The definition of a carrier under section 5 of the TIA Act includes CSPs for these provisions.] 

In 2018–19, the cost to industry of providing interception capability was reported to the ACMA as approximately $23.9 million, an increase of 11.1 per cent from 2017–18 (Figure 1). 
Cost of providing interception capabilities ($ million) 
[image: ]
Source: ACMA annual industry data request.
[bookmark: _Toc494799468][bookmark: _Toc494805771][bookmark: _Toc494806004][bookmark: _Toc494816073][bookmark: _Toc494819165][bookmark: _Toc494808234][bookmark: _Toc494808888][bookmark: _Toc494818903][bookmark: _Toc498438693][bookmark: _Toc529964649][bookmark: _Toc26958379][bookmark: _Toc28011434]Data retention 
Since 13 October 2015, carriers and service providers have been subject to data retention obligations under Part 5-1A of the TIA Act. The ACMA has a role in enforcing these obligations. 
Paragraph 105(5A)(b) of the Telecommunications Act requires the ACMA to report to the Minister for Communications, Cyber Safety and the Arts on the cost of compliance with the requirements of Part 5-1A of the TIA Act (about data retention).
Table 1 sets out the costs (administrative[endnoteRef:2] and substantive[endnoteRef:3]) of complying with the data retention obligations under Part 5-1A of the TIA Act in 2018–19 for those industry participants that provided cost information. It also sets out the costs recovered from criminal law enforcement agencies (CLEAs) for the purpose of responding to requests for data. These recovered costs partially offset the administrative costs reported.  [2:  Administrative costs are costs incurred by regulated entities primarily to demonstrate compliance with the regulation (for example, making, keeping, and providing records).]  [3:  Substantive compliance costs are the costs incurred to deliver the regulated outcomes being sought (for example, plant, equipment and employee training).] 

[bookmark: _Hlk532994237]Reported cost of complying with the data retention obligations and costs recovered from CLEAs
	Financial year 
	Data retention compliance cost
(exclusive of data retention industry grants)
	Costs recovered from CLEAs 

	2018–19
	$17,453,069
	$7,443,035


Note: The data represents the administrative and substantive compliance costs reported by to the ACMA by industry participants. Industry participants were permitted to report on behalf of subsidiary organisations.
Source: Carriers and carriage service providers. The Department of Home Affairs provided information relating to the funding of grants.
[bookmark: _Toc529964650][bookmark: _Toc26958380][bookmark: _Toc28011435]Data retention compliance and enforcement
[bookmark: _Toc494799469][bookmark: _Toc494805772][bookmark: _Toc494806033][bookmark: _Toc494816074][bookmark: _Toc494819166][bookmark: _Toc494808263][bookmark: _Toc494808917][bookmark: _Toc494818932][bookmark: _Toc498438694][bookmark: _Toc529964651][bookmark: _Hlk530390225]During the reporting period, the Department of Home Affairs did not refer any CSPs to the ACMA for failing to submit an amended data retention implementation plan to the Department of Home Affairs. 
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