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[bookmark: _Toc3383558]Executive summary 
[bookmark: _Toc348105631][bookmark: _Toc433122124]Drone technology is growing in use, with recent examples of drones used for malicious purposes raising concerns about the risk of drone operations to public safety. 
In September 2018, the ACMA made the Radiocommunications (Invictus Games Anti-Drone Technology/RNSS Jamming Devices) Exemption Determination 2018 under section 27 of the Radiocommunications Act 1992 (the Act). The instrument allowed the Australian Federal Police (AFP) to use drone jamming devices for the provision of security for the Invictus Games. The instrument authorised AFP deployment of the devices within temporary restricted areas (TRAs) declared by the Civil Aviation Safety Authority (CASA) under the Airspace Regulations 2007 and expired on 9 November 2018.
The AFP is seeking access to drone jamming devices on a broader basis. The ACMA has worked closely with the AFP on its operational requirements, and we are proposing to make the Radiocommunications (Unmanned Aircraft and Unmanned Aircraft Systems) Exemption Determination 2019. If made, the proposed determination would be used by the AFP to deploy the devices at major events and in other AFP operations, including where counter-drone capability is required at short notice. The proposed determination allows the operation of drone jamming devices in the frequency bands 2400–2483.5 MHz and 5725–5850 MHz.
Drone jamming devices operate on frequencies used to communicate between a drone and its operator. A break of communications commonly results in a drone returning to its point of origin, or landing.
The proposed instrument will, if made, exempt relevant AFP officers and—in relation to training, testing and maintenance activities—a small number of related persons. 
The proposed exemption determination relates to the radiocommunications aspects of counter-drone regulation. Because drones are remotely piloted aircraft for the purposes of the aviation regulatory framework, the deployment of counter-drone operations by the AFP would also be subject to arrangements made by CASA in relation to the Civil Aviation Regulations 1988 and Civil Aviation Safety Regulations 1998. 

[bookmark: _Toc433122125][bookmark: _Toc3383559]Issues for comment
The ACMA welcomes comment from interested stakeholders on the issues raised in this consultation and any other issues relevant to radiocommunications arrangements for drone jamming devices.
[bookmark: _Toc3383560]Legislative framework
[bookmark: _Toc3383561][bookmark: _Toc348105634]Devices prohibited by the ACMA
The ACMA has made two declarations under section 190 of the Act, which have the effect of prohibiting the operation or supply, and possession for purpose of operation or supply, of two types of jamming devices. These are the Radiocommunications (Prohibited Device) (RNSS Jamming Devices) Declaration 2014 (RNSS Jamming Device Prohibition) and the Radiocommunications (Prohibition of PMTS Jamming Devices) Declaration 2011 (PMTS Jamming Device Prohibition). 
The radionavigation-satellite service (RNSS) is a system of satellites which—together with supporting infrastructure—provides accurate positioning, velocity and timing data. The most well-known RNSS is the Global Positioning System (GPS). A device is an RNSS jamming device if it is designed to have an adverse effect on radiocommunications or would be likely to substantially interfere with, disrupt or disturb radiocommunications transmitted on RNSS frequencies.
A public mobile telecommunications service (PMTS) jamming device is commonly known as a mobile phone jammer.[footnoteRef:2] A device is a PMTS jamming device if it is designed to have an adverse effect on radiocommunications—or would be likely to substantially interfere with, disrupt or disturb radiocommunications—and operates within one or more frequency bands used for a public mobile telecommunications service.  [2:  Public mobile telecommunications service has the meaning given by section 32 of the Telecommunications 
Act 1997.] 

Under subregulation 4(2) of the Customs (Prohibited Imports) Regulations 1956, the importation of specified items is prohibited. These include devices whose operation or supply—or whose possession for the purpose of operation or supply—is prohibited by a declaration under section 190 of the Act. 
[bookmark: _Toc3383562]Drones and counter-drone technologies
Drones are commonly referred to as remotely piloted aircraft systems (RPAS), unmanned aircraft systems (UAS) and unmanned aircraft (UA).
Counter-drone technologies can broadly be categorised as either detection or response. Detection technologies include radar, audio, visual, infrared and radiofrequency scanners designed to detect a potential drone threat to safety and security. Response technologies, which include drone jamming devices, aim to intercept or mitigate the potential threat posed by a drone. Geofences (virtual barriers) are another type of response technology and can prevent drones from entering certain locations. 
[bookmark: _Toc3383563]Drone jamming devices
Drone jamming devices are a response technology that use the radiofrequency spectrum and sit within a broader range of devices designed to cause interference to radiocommunications. Drone jamming devices operate on the frequencies used by drones and interfere with their control signals.
Drone jamming devices that have the capability to jam RNSS or PMTS frequencies are, for the purposes of the RNSS and PMTS jamming device prohibitions, RNSS or PMTS jamming devices. 
The devices to which the proposed determination would apply are RNSS jamming devices. The proposed determination would exempt—in the circumstances specified—AFP officers and certain contractors to the AFP, from the operation of Parts 3.1, 4.1 and 4.2 of the Act in respect to certain acts or omissions regarding drone jamming devices that are RNSS jamming devices. Although the devices are not proposed to be used in RNSS bands, they are nonetheless prohibited devices because of their capacity to jam frequencies in those bands. An exemption is therefore required to allow the AFP and relevant persons to import and possess the devices.
The proposed determination does not exempt AFP officers from the PMTS Jamming Device Prohibition. 
[bookmark: _Toc3383564]Exemptions determined by the ACMA
Under subsection 27(2) of the Act, the ACMA may determine that acts or omissions by members of a class of persons to whom section 27 applies are exempt from any or all of Parts 3.1, 4.1 and 4.2 of the Act, or from specified provisions of those Parts.
Section 27 provides that the ACMA may provide exemptions through written determinations for:
· persons performing certain functions or duties in relation to defence, security or international relations
· persons performing certain functions or duties in relation to a limited number of specified bodies, concerned with defence, law enforcement and emergency services. 
There are a range of scenarios in which use of jamming devices may be warranted. The ACMA previously has determined a number of exemptions, which exempt specified persons from parts, or specified provisions of parts, of the Act in relation to operation (and supply) of prohibited or unlicensed devices, and to causing interference in specified circumstances. Examples of such determinations include:
· Radiocommunications (PMTS Jamming Devices – Visiting Forces and Suppliers) Exemption Determination 2011
· Radiocommunications (Prohibited Device) (RNSS Jamming Devices) Exemption Determination 2014
· Radiocommunications (Prohibited Devices) (Use of Electronic Counter Measures for Bomb Disposal Activities) Exemption Determination 2010.

[bookmark: _Toc3383565]Relevant radiocommunications considerations
We have assessed the AFP’s application for an exemption determination made pursuant to subsection 27(2) of the Act against the Principles for Spectrum Management. There is a public interest in providing counter-drone capability for AFP operations, both pre-planned at major events and in response to immediate threats. The radiocommunications exemption framework can play an enabling role in facilitating that capacity while managing the risks associated with the interference potential of the devices.
In examining the proposal, we have weighed the low likelihood of the devices being activated against the potential impact on other spectrum users in the event that the jamming devices are triggered. We have also taken into consideration the operational and procedural steps that the AFP has proposed to manage the devices and limit their use. We note that at the major events at which the jamming devices could be deployed, public awareness campaigns and event-specific airspace arrangements that restrict the operation of drones are typically in force. We have also considered the fact that the AFP will also be bound by additional regulatory arrangements to be determined by CASA, and the AFP would be operating to counter drones that may be committing offences in relation to the Civil Aviation Safety Regulations 1998.
We have also considered the evolving policy landscape in relation to the management of drones, both in Australia and overseas.
In November 2018, the Australian Government released its response to the Senate Standing Committee on Rural and Regional Affairs and Transport report, Regulatory requirements that impact on the safe use of Remotely Piloted Aircraft Systems, Unmanned Aerial Systems and associated systems. The government agreed in principle with the report’s recommendation that CASA, in cooperation with the AFP and other relevant authorities, prohibit the use of drones in the airspace about significant public buildings, critical infrastructure and other vulnerable areas. The proposed exemption could facilitate outcomes associated with that recommendation.
The United States has recently enacted the Preventing Emerging Threats Act 2018 to address the threat posed by drones. The Preventing Emerging Threats Act permits the Department of Homeland Security (DHS) and the Department of Justice (DOJ) to use counter-UAS technology in a broad range of circumstances where a UAS threatens public safety or national security. The use of radiofrequency jamming technology would be authorised under the legislation.

The United Kingdom Government is developing counter-drone policy and regulation. In 2018, the Department for Transport published its consultation Taking Flight: The Future of Drones in the UK. The consultation covered various aspects of drone policy, including use of counter-drone technologies to respond to drone misuse. The government’s response noted views that use of counter-drone technology for responding in a live security situation may be appropriate and indicated that it will undertake detailed policy work to develop standards and safeguards for authorising use of counter-drone technology in the UK. 


[bookmark: _Toc3383566]Proposed exemption arrangements
The ACMA is proposing to make the determination to facilitate the AFP’s use of drone jamming devices.
To support the AFP’s development and maintenance of counter-drone capability, the proposed determination would exempt possession and operation of the devices by specified AFP persons and related contractors to facilitate training, testing and maintenance activities. We have taken into account that the AFP can take practical steps to effectively manage and mitigate any potential incidental interference during these activities.
The proposed determination would exempt AFP officers and certain contractors to the AFP, from the operation of all of Parts 3.1, 4.1 and 4.2 of the Act, but only in relation to activation of devices for jamming of radiocommunications to drones, or related testing, training and maintenance.
[bookmark: _Toc3383567]Persons to whom the proposed exemption would apply
Under subsection 27(2) of the Act, the ACMA may determine exemptions in favour of members of a class of persons to whom section 27 applies. Section 27 applies to persons performing a function or duty in relation to the AFP (paragraph 27(1)(b)). 
The proposed determination would apply only to ‘relevant persons’—those persons being a member of the AFP, and to a person who has entered into a contract with the AFP to perform a function or duty in relation to the AFP that consists of one or more of the following: 
· supply of a drone jamming device
· testing of a drone jamming device
· training a member of the AFP in relation to a drone jamming device
· maintenance of a drone jamming device.
[bookmark: _Toc3383568]Period for which the exemption would apply
Drones are a new and rapidly evolving technology, presenting a range of policy and regulatory challenges. The ACMA expects that counter-drone technology and regulatory arrangements will continue to evolve over time. 
The proposed determination would expire after a two-year period, at which time the AFP, the ACMA and stakeholders would review the operation of the instrument and the AFP’s requirements.
[bookmark: _Toc3383569]Circumstances in which the exemption would apply
The proposed determination would apply to members of the AFP, and to a person who has entered into a contract with the AFP, in circumstances involving procurement or supply, testing, and maintenance of drone jamming devices, and involving training with the device. The proposed exemption would also apply to members of the AFP operating the device to disable a drone.
[bookmark: _Toc3383570]Impact on other radiocommunications users
Under the proposed determination, the devices can be operated in specific circumstances on frequencies used to communicate between a drone and its operator (2400–2483.5 MHz and 5725–5850 MHz). 
The proposed determination would not apply to operation on RNSS frequencies, which include those frequencies used by GPS. The proposed determination does not exempt activation of the device’s GPS jamming capability.  Therefore it does  not authorise activation of the device to jam a drone that  also operates on GPS frequencies. 
Were the drone jamming devices to be activated, a potentially wide range of devices and services (including Wi-Fi) operating under the Radiocommunications (Low Interference Potential Devices) Class Licence 2015 (the class licence) would be affected. The operating frequencies for the devices also overlap with bands designated for industrial, scientific and medical (ISM) applications. 
Given the ubiquity of Wi-Fi and other devices authorised by the class licence, we have considered that these are the devices that would be most likely to be affected by incidental interference caused by activation of the jamming device.
[bookmark: _GoBack]We have considered the consequences associated with those services suffering incidental interference. Although a device operated under the class licence is generally not expected to suffer interference (and offences under the Act relating to causing interference would be relevant to causing interference to class-licensed services), the ACMA has a ‘no protection’ policy regarding the class licence. Under the ACMA’s ‘no protection’ policy, devices operating under the class licence are not afforded protection from interference that may be caused by ISM applications in the ISM bands. The ISM bands also overlap with the frequencies on which a drone jamming device would be authorised to operate under the proposed determination. We have considered that because people deploying radiocommunications services under the class licence should do so with regard to the ‘no protection’ policy, there is a good understanding that the relevant frequency bands should not be exclusively relied upon for safety and security-critical services.
If used, the drone jamming devices would be operated for the amount of time necessary to deal with a threat and would only be directed at the flight path of the drone. We take the view that the public benefit associated with operating a jamming device to deal with a drone that poses a risk to public safety would outweigh the adverse effects and consequences associated with incidental interference being caused to the devices and services operating in the relevant bands.
Beyond the immediate site of activation, any incidental interference caused by the devices would be dependent on a range of factors, including natural and man-made geography and structures. Incidental interference beyond the immediate site of activation is also likely to be of a short duration, and further limited by the direction in which the devices are pointed.

[bookmark: _Toc298924672][bookmark: _Toc300909555][bookmark: _Toc348105636][bookmark: _Toc3383571]Invitation to comment
[bookmark: _Toc298924673][bookmark: _Toc300909556][bookmark: _Toc348105637][bookmark: _Toc433122131][bookmark: _Toc3383572][bookmark: _Toc300909557][bookmark: _Toc348105638][bookmark: _Toc274296357][bookmark: _Toc298924674]Making a submission
The ACMA invites comments on the issues set out in this discussion paper. 
· Online submissions can be made via the comment function or by uploading a document. Submissions in Microsoft Word or Rich Text Format are preferred.
· Submissions by post can be sent to:
The Manager
Spectrum Licensing Policy
Spectrum Management Policy Branch
Australian Communications and Media Authority
PO Box 78
Belconnen ACT 2616
The closing date for submissions is Friday 12 April 2019.
Consultation enquiries can be emailed to SpectrumLicensingPolicy@acma.gov.au.
Publication of submissions
The ACMA publishes submissions on our website, including personal information (such as names and contact details), except for information that you have claimed (and we have accepted) is confidential. 
Confidential information will not be published or otherwise released unless required or authorised by law.
Privacy
Privacy and consultation provides information about the ACMA’s collection of personal information during consultation and how we handle that information.  

Information on the Privacy Act 1988 and the ACMA’s privacy policy (including how to access or correct personal information, how to make a privacy complaint and how we will deal with the complaint) is available at acma.gov.au/privacypolicy. 
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